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the dramatic technical innovations of  
the past several decades.’

R. MacKinnon, 2012,  Consent of the Networked:  
The Worldwide Struggle for Internet Freedom. Basic Books, p.244
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Introduction

The rise of the internet is possibly the greatest 
amplifierofhumanpotentialtheworldhaseverseen.
Theinternetandmobilephoneshaveopenedupnew
horizonsforcommunication,connectingpeopleto
aglobalnetworkforsharinginformationandideas.
Thisishavingaprofoundimpactonhumanlifeinall
domains–political,economic,social,andcultural.
Inhumanrightstermstheinternetistremendously
exciting,offeringnewopportunitiesforexpandingcivil
andpoliticalrights,aswellasnewpotentialforrealis
ingeconomic,socialandculturalrights.However, 
thefuturedevelopmentoftheinternetisuncertain. 
Theimmenseinfluenceoftheinternet–particularly 
intheeconomicandpoliticalrealms–meansthat
arraysofpowerfulstakeholdersincreasinglyseekto
dominateandcontrolit.Therearegrowingthreats
fromgovernmentsandbusinessesacrosstheworld
thaterectbarrierstothefreeflowofinformation
onlineforavarietyofpurposes.

Atpresenttheinternetisgovernedbyawiderange 
ofinstitutionsandactors,eachresponsibleforpro
cessesacrossdifferentgeographical,technicaland
socialdimensions.Whileitisgenerallyacceptedthat
thisdispersedandcomplexmodelhasbeenworking
verywellatthetechnicallevel,atthepolicylevel 
thereismuchgreaterdisagreement.Itisunclearhow
challenges–fromprivacy,tocybercrimeandnetwork 
neutrality–canbedealtwithunderthepresent
regime.Ontheonehandtherearegovernments
threatenedbyanempoweredcitizenrythatseekto 
enforcegreatercontrolovertheenvironmentas
accesstothenetworkproliferates.Ontheotherhand
therearegovernments,andsomecivilsocietygroups, 

whoarguethatthecurrentregimeisdominated 
bytheglobalnorthandservestofacilitategreater
business(andhence,non-democratic)control. 
Thecurrentregimeiscomingunderincreasedpressure
toeitherstepuptothechallengesoftheinternetage,
orelseriskbeingreplacedformorecentralisedand
top -downgovernancealternatives.Howtodevelop
policyforanareawhichisglobal,decentralisedand
extremelyfast-changingisanenormous,andincreas
inglycontroversial,challenge.Itisimperativethatcivil
societyactspromptlytoshapeaprocessthatwill 
protectandfurtherthepublicinterest.

Atpresentthedebateaboutthefutureofthegovern
anceregimeiswagingbetweensmallsilosofexperts,
andisincreasinglypolitical.Somefearthatopening 
upwiderdiscussionsabouttheshortcomingsofthe
currentsystemwillplayintothehandsofauthoritarian
governments.Howeverthecallsforchangewillnot 
goaway.Indeedassomelargeemergingeconomies
approachandevenovertakeWesterneconomies, shifts
inglobalgovernanceareincreasinglylikely.Amuch
widerdiscussionisneeded.Bothforutilitarianreasons
–becausethemoreperspectivesdrawnuponthe,
morelikelyanyresponseundertakenistobeinevery
body’sinterest–butalsofordemocraticreasons– 
theinternetbelongstoeveryoneandeveryoneshould
haveasayinhowitdevelops.Thispaperdoesnotaim
tohighlightawayforward.Ratheritaimstoprovide
aplatformfordiscussionamongstcivilsocietysothat
togetherwecandevelopsharedunderstandings,
demandsandstrategiestoprotectthepublicinterest.
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A short history of 
i nternet governance

Governanceoftheinternetisoftendividedintotwo
categories:technicalgovernance(whichisabout
keepingtheinternetworking)andpolicygovernance
(whichisaboutwhathappensontheinternetand 
theoveralldirectionthatitdevelopsin).Whilein
reality,technicalgovernanceandpolicygovernance
do,tosomeextent,overlap,itisusefultoapproach
themseparately.

Technicalgovernancehasdevelopedorganically
alongsidetheevolutionoftheinternet.Technical
standardsandmanagementofinternetarchitecture
arefunctionswhicharehandledbynon-profit,
membership-based,independent,standardmaking
bodiesliketheInternetEngineeringTaskForce 
andtheWorldWideWebConsortium.TheInternet
CorporationforAssignedNamesandNumbers
(ICANN)isaprivate-ledentitywhichmanagesthe
operationalstabilityoftheinternet.Itisresponsible,
attheoveralllevel,fortheDomainNameSystem, 
theallocationofInternetProtocoladdressesand
theoperationoftheDNSRootServerSystem.These
bodiesareopenforanyonetoparticipate(although
expertiseisinpracticeabarriergiventhattheydeal
withhighlytechnicalmatters)andmakedecisions 
by‘roughconsensus’. 
 
ICANN controversy 

ICANNwasoriginallymandatedthroughaMemo- 
randumofUnderstandingwiththeUSgovernment. 
Thiswasacauseofseriouscontention,withmany 
stakeholdersdissatisfiedthattheUSgovernment
hadultimateauthorityoverseveralkeyinternet
governancefunctions.ICANNmadeseveralattempts
tomoveawayfromUScontrolandin2009theUS
governmentannounceditwouldenditsunilateral 
supervisionpowersoverICANN.InsteadtheUS
agreedan‘AffirmationofCommitments’andICANN
isnowgovernedbyaninternationalboardof
directorsdrawnfromacrosstheinternettechnical, 

business,academic,andcivilsocietycommunities.
However,theNationalTelecommunicationsand
InformationAdministration,anagencyoftheUnited
StatesDepartmentofCommerce,continuestohave
finalapprovaloverchangestotheDNSrootzone.
Somecommentatorsfindthisunproblematicgiven
thattheUSGhasinpracticefollowedICANNproce
duresinrelationtoauthorisingnewTLDzonefiles,
evenwhendecisionswerecountertoUSGstated
preferences(suchas.xxx).Othercommentators
believeissomethingthatshouldhappenslowlyas
thecurrentapproachcontinuestoevolve,orifan
internationalagreementintheshorttermismore
desirable. 

Beyondtechnicalgovernance,internetgovernance
hasashorthistory.Akeystartingpointforexamining
internetgovernanceistheWorldSummitontheIn
formationSociety(WSIS)whichtookplaceinGeneva
in2003andTunisin2005.AtWSISgovernments,
businesses,civilsocietyandacademicsfromacross
theworldgatheredforthefirsttimetodiscussthe
internet,whatitwasdoingtotheirsocietiesandhow
toshapeit.Duringtheprocessitbecamenecessaryto
developaconceptofgovernancewhichwastailored
totheparticularitiesoftheinternet.Amulti-stake
holderworkinggroup,theWorkingGrouponInternet
Governance,wassetupbytheUNSecretaryGeneral
inOctober2004to‘investigateandmakeproposals
foraction,asappropriate,onthegovernanceofthe
internet’.ThekeyachievementoftheWGIGwasto
developabroadandinclusiveunderstandingofinter
netgovernancewhichwasincorporatedintothefinal
TunisAgendafortheInformationSociety,signedon 
toby174governments.Theoft-quoteddefinition 
isasfollows:‘Internet governance is the development 
and application by governments, the private sector  
and civil society, in their respective roles, of shared 
 principles, norms, rules, decision-making procedures,  
and programmes that shape the evolution of the 
 internet.’ 1 Thisdefinitionishelpfulinthatitliststhe 
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stakeholdersandsomeofthechallengesfacing
internetgovernance.However,itprovidesnodirection
astowhatasystemorcombinationofsystemsof
internetgovernancewouldneedtobeeffectiveand
sustainable.

Avarietyofmodelsforoverallgovernancewere
suggestedatWSIS.Intheendtwomechanismswere
agreedupon:Thefirstwastheestablishmentofthe
InternetGovernanceForum(IGF),amulti-stakeholder
bodycreatedundertheauspicesoftheUnitedNations
fordialogueoninternetpolicy.Secondly,andmore
obliquely,theSecretaryGeneralwastaskedwith
startingaprocesstowards‘enhancedcooperation’.
AccordingtoArticle69oftheTunisagendathismeans
to‘enablegovernments,onanequalfooting,tocarry
outtheirrolesandresponsibilities,ininternational
publicpolicy issuespertaining totheinternet,but 
notintheday-to-daytechnicalandoperational
matters,thatdonotimpactoninternationalpublic
policyissues’. 

TheInternetGovernanceForumhasnowmetsixtimes 
(inAthens,RiodeJaneiro,Hyderabad,Sharmel Sheikh,
VilniusandNairobi).TheIGFhasalsobeenfurther
developedthroughnationalandregionalIGFsinmany
partsoftheworld.It isameetingspacewhereall
stakeholderscancometogethertodiscussinternet
governanceissuesanddevelop‘policy’inabottomup
manner.Importantly,eventheagenda-settingprocess
iscollaborativeandbottomup.Themulti-stakeholder
approachisbasedontheideathatthosewhowill 
beaffectedbydecisionshavearighttobeinvolvedin
themakingofthem,andalsothat‘adiversebodyof
participants contributetobetterdecisions,andtheir
involvementcontributestothesuccessfulimplemen
tationofpoliciesontheground’ (MacialandAffonso,
2011).Arguablythisisespeciallyimportantinthe
realmoftheinternetwheretraditionalregulatory tools
donotworkaseffectively2andpowerisintrinsically
distributed.Itisnotjustconventionalpolicymakers–

governmentsorpublicofficials-whoshapemodern
communicationsenvironments.Theyarealsobeing
drivenbytechnicalstandards,byinnovativebusiness
esand,perhapsmostradically,byeverydayinternet
usersthemselves.

Whilethosearetheofficialinternetgovernancepolicy
spaces,theyarenottheonlyonesthatdealwith
internetissues.Internationaldiscussionsoninternet
publicpolicyhavebeentakingplaceforyearsonissues
suchasprivacy,cyber-security,dataprotection,child
abuseimagery,andintellectualproperty.Astheinter
netbecomesmoreandmoreessentialtoallareasof
life,sothenumberofpolicyprocesseswhichengage 
withinternetissuesexpands:theInternational 
TelecommunicationsUnion,theWorldIntellectual
PropertyOrganisation,theWorldTradeOrganisation,
theOrganisationforEconomicDevelopmentand
Co-operation,theCouncilofEurope,theOrganisation
ofAmericanStates,UNESCO,theUNHumanRights
Council,theG8,areallexamplesofspaceswhere 
internetissuesarediscussedandsomepolicycohesion
issought3.Furthermore,nationalgovernmentsacross
theworldpasslawsandpolicieswhich,seeingas 
theenvironmentisglobal,affecttheinternetspace 
foreveryone. 
 
1  Seeparagraph34ofWSIS(WorldSummitontheInfor
mationSociety)ExecutiveSecretariat(Ed.).(2005).Tunis
Agendafortheinformationsociety.DocumentWSIS-5/TUNIS
DOC/6(Rev.1)-E.Geneva:InternationalTelecommunication
Union.
2SeeCooper,M(2012)WhyGrowingupIsHardToDo: 
The‘Quarter-LifeCrisis’OfTheDigitalRevolutionTriggers 
AStruggleToFind21stCenturySolutionsTo21stCentury 
ChallengesAdjunctFellow,SiliconFlatirons 

3  ArecentConsumersInternationalpaperidentifiedmore 
than41relevantregionalandglobalbodies.See:http://www.
consumersinternational.org/media/924905/infosoc2012.pdf
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Despite fairlywidespreadpraiseforthecurrentregime, 
inparticularfortheextenttowhichitisopenandin
novative,itisalsotruethatitisnotperfectand indeed
thereareanumberofcomplaintsagainstit.Thisover
viewofcomplaintsisbasedondiscussionsamongst
onlinecommunities,andatrelevanteventssuchas
theIGF.

Somecivilsocietyanddevelopingcountriesarecritical
that,despiteinclusivenessbeingakeyvalueof the
model,therearesignificantgroupswhoareunder-
re presented  or not represented at all in the internet 
governance regimeatpresent.These include stake
holdersfromdevelopingcountries–particularlyleast
developed countries,andparticularlycivil society 
fromthesecountries,small businesses,minority
groups,childrenandyoungpeople,andpeoplewith
disabilities.Barrierstofullparticipationincludecosts,
expertise,andlanguage.

Otherconcernsareabouttheactualcapabilityofthe
systemtodevelopapplicableandcohesivepolicyto
respondtothemanypublicpolicyissues.Somerefer 
tothisasa‘policyvacuum’.Inplaceof this, national
governmentsmaketheirownpolicies.Andtheeffect
ofmanydifferentandsometimesconflictinglawsisto
fragmentwhatshouldbeagloballyintegratedpublic
space.AtthemostextremeendareChinaandIran
whohaveeffectivelycreatednationalinternetspaces.
Butdemocraciestooareconsidering,andpassing, 
legislationwhichpreventscertaintypesofcommuni
cationandhaveaglobalimpact,particularlyinpursuit
ofenhancingonlinecopyrightprotection.Furthermore,
somecommentatorsarguethatintheabsenceof
effectiveglobalpolicyinstitutions,manygovernments
aremigratingtootherforumsandadhocprocesses 
inordertomakemoreconcretecontributionstointer- 
nationalinternetgovernance.Countries(andother
stakeholders)whoarenotpartofthesealternative

processesarethenimpactedbypolicythattheyhave
littleornoinfluenceover.Forexample,theCybercrime 
TreatywasdevelopedattheCouncilofEuropeand
laterothergovernmentswereinvited/encouragedto
signon.Giventhelackofglobalpolicymaking,toa
largeextentcorporatesinthisareaareself-regulating
(ornotasthecasemaybe).Whiletherearesome
examples of corporates responding to this challenge 
(suchastheGlobalNetworkInitiative),ingeneral
self-regulationhasprovedincapableofresponding
toarangeofchallengesfromprivacyprotectionto
networkneutrality.

Where do different actors fall in this discussion?  

Atpresentthereisnopubliclyavailabletopography 
(thatweareawareof)describingthepositionof 
governmentsandothergroupsinrelationtothis 
discussion.Mostgovernmentscanbemostaccurate
lyunderstoodasacoalitionwheredifferentarmsof
governmenttakedifferentpositionsonthedebate.
Positionscanalsovaryindifferentforums,orin 
relationtodifferentissues.Forexample,theUSgov
ernmenthasbeenastrongproponentofmulti-stake
holdergovernanceattheOECD,butisalsoleading
theAnti-CounterfeitTradeAgreementwhichhas
beenresolutelyclosedinvolvingasmallnumberof
governmentsandafewlargebusinesses.Somecoun
triesarealsoreportedtoproclaimdifferentstances
inpublicthaninprivate.Thecountriesthataremost
overtlypushingforintergovernmentalcontrolinclude
Russia,China,SouthAfrica,SaudiArabia,Iran,and
someotherMENAandformerSovietRepublics.India
andBrazilarealsopushingformajorchanges,but
the models they propose are generally more demo
craticandmulti-stakeholder.Forothercountries 
itmaybethattheirpositionsarenotyetsufficiently
defined.
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the current regime
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Responsestothesechallengescanbegroupedintotwo
categories.Ontheonehandtherearethe‘evolutionary’
approaches.Proponentsarguethatthebasicscharact-
eristicsofthecurrentsystemareright-dispersed, 
globalandmulti-stakeholder–butthatthereisaneed 
toimprovetheworkingsofthesystem.Theargument 
isthattheinternetasanengineofinnovationisun
likelytosurviveaninterventionistregulatorymodel,
andinsteadwhatisneededistoimproveparticipation
inthecurrentstructures,andimprovethecapabilities
ofthecurrentregimetocontributetocoordinated
globalpolicymaking,forexamplebyenablingtheIGF
toproducecleareroutcomes.Ontheotherhandthere
arethe‘revolutionary’approaches.Thesecallforwhole
newinstitutionsand/orpower-sharingarrangements.
Theyalsocallforamovementawayfromloose,bottom
up,multi-stakeholdergovernance–toasystemwhere
internationalgovernmentalorganisationsandother
state-dominatedmechanismsplayamuchlargerrole.
Thesediscussionsaretakingplaceindifferentspaces/
processes,andarebeingdrivenbydifferentactors, 
oftenwithdifferentconcernsandagendas.

Promotinganevolutionaryapproacharesomecivil 
societygroupswhoaretryingtoincreasemulti-stake
holderparticipationinallforumswhereinternetpolicy 
isformed–forexamplebyparticipatingintheOECD’s
CivilSocietyInformationSocietyAdvisoryCounciland
campaigningforgreateropennessandcivilsocietypar
ticipationattheITU.Therearealsoeffortstoimprove
theparticipationofunderrepresentedgroupsatthe 
IGF(particularlycivilsocietyanddevelopingcountries) 
byimprovingremoteparticipationandsettingupex-
ternalhubs.AndthereareattemptstomaketheIGF 
aseffectiveaspossible–theseincludeengagingin
theIGForganisingcommittee(theMulti-stakeholder
AdvisoryGroup)andalsocallingforandengagingin
otherattemptstoreformtheIGF.AWorkingGroupon
IGFImprovementwasformedbytheCSTDandheld 
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aseriesofmeetingsin2011and2012todiscussthe
needtoimprovetheIGF‘withaviewtolinkingittothe
broaderdialogueonglobalinternetgovernance’andin 
particulartolookinto‘enhancingparticipationfrom
developingcountries,exploringfurthervoluntaryoptions
forfinancingtheForumandimprovingthepreparation
processmodalities,andtheworkandfunctioningof 
theForum’ssecretariat’.TheWorkingGroupissuedaset
ofrecommendationscoveringfiveareas:shapingthe
outcomesofIGFmeetings;workingmodalitiesincluding 
openconsultations,theMulti-stakeholderAdvisory
GroupandtheSecretariat;fundingtheIGF;broadening
participationandcapacity-building;andlinkingtheIGFto
otherinternetgovernance-relatedentities.Somenotable
recommendationsincludedevelopingspecialfunding 
toengagepeoplefromdevelopingcountries(particularly
leastdevelopedcountries),expandinglinguisticdiversity,
andincreasingcapacitybuilding.Manyhopedthatthe
WorkingGroupwouldfindwaysfortheIGFtoproduce
moreconcreteoutcomestoinfluenceandshapeinter
netpolicy,forexamplewithworkinggroupscapableof
structuredanalysisanddialogue.However,theresulting
recommendationcallsforthesecretariat,whilstmain
tainingthenon-binding,non-decisionmakingnatureof
theIGF,topro-activelyshareoutcomesandotherdocs
withothergovernanceentitiesandinvitethemtopar
ticipateintheIGF.Theserecommendationsarewelcome
howeverrelativelybenigninthattheyareunlikelyto
resultinsignificantchangestotheworkingoftheIGF.

AsidefromtheIGF,theothermechanismwhichwas
supposedtocomeoutofWSIS,asmentionedabove, 
was‘enhancedcooperation’.Thereiscurrentlyalack
ofcommonunderstandingaboutwhatimplementing
enhancedcooperationoninternationalpublicpolicy
means–somebelieveitisalready happening and it is  
aprocesswhichtakesplaceinallinternetpolicyforums,
othersbelievethatitcallsforaseparateinstitution.
Thus,implementing‘enhancedcooperation’couldresult

Proposals for change –  
evolution or revolution?



Who Governs the Internet ? 

Global Partners and Associates

ineitheranevolutionaryorrevolutionarychangetothe
internetgovernanceregimedependingonwhichunder
standingprevails.Thecontinuedlackofconsensusabout
whattheenhancedcooperationmeansreflectsthatlittle
hasprogressedonthisagenda.TheSecretaryGeneral
heldaroundofconsultationsin2010,andreleasedare
portinMay2011whichessentiallyestablishedthatthere
aremanydifferentideasaboutwhatenhancedcoopera
tionshouldlooklikeandmanydifferingproposalsabout
howtotaketheagendaforward.OnMay18,2012there
wasaonedaymeetingonenhancedcooperation.The
discussioncentredonwhethertheWSIScommitmentto
enhancedcooperationcallsforaseparategovernment-
onlyaspectofinternetgovernance.Thereweremany
callsforaworkinggrouponenhancedcooperation,and
manyworriesthatsuchaworkinggroupwouldbegov
ernmentonly.TheAssociationforProgressiveCommuni
cationslaunchedaproposalforaworkinggroupwithin
theIGFtoestablish:definitionsofimportantterms(such
as‘intheirrespectiveroles’);issueswherebettercoordi
nationisneeded;amapofexistinginstitutionsandpro
cesseswithasassessmentofenhancedcooperationin
each;andaspecificoutput–amulti-stakeholderdeclara
tiononenhancedcooperationininternetgovernancei.e.
commonprinciplesandcommitmentsneededtoensure
publicinterestcooperation.

There are also proposals to change the internet more 
radically.Thetrendofgovernmentscallingformore
controlatthegloballevelovertheinternethasalong
history,butarguablyithasintensifiedinrecentyears.
Threeparticularproposalswarrantcloserinspection.
DiscussionamongstIndia,BrazilandSouthAfricawhich
ledtotheIndiagovernmentproposingaCommitteefor
Internet-RelatedPolicies;aproposalfromRussia,China,
Uzbekistan,TajikistanforanInternationalCodeofCon
ductfortheInformationSociety;andvariousproposals
toamendtheITUregulationssothatitplays a larger  
roleininternetgovernance.

India,BrazilandSouthAfricahaveestablishedadialogue
forumforpromotinginternationalcooperationamong
thesecountries.InSeptember2011theyissuedastate
mentoutliningtheirthoughtsatthattime.Thestatement
calledforanewglobalbodywithintheUNSystemto
‘developandestablishinternationalpublicpolicies’for
theinternetandto‘integrateandoverseethebodies
responsiblefortechnicalandoperationalfunctioningof
theinternet,includingglobalstandardsetting’.Thestate
mentsaidthatthegovernmentsinvolvedwouldflesh 
outamoredetailedplanandproposethistotheUN
GeneralAssembly.Thishasnot,thusfar,occurredand
therearesomereportsthattheproposalhascollapsed.
HowevertheIndiangovernmentdiddevelopitsown
proposalindependently.TheCommitteeforInternet-
RelatedPolicies(CIRP)Proposalwaspresented tothe
UNGAinOctober2011,andagainattheonedayon
enhancedcooperationin2012.Theproposalisforanew
institutionalmechanismwithintheUNtodevelopand
establishinternationalpublicpolicieswithrespectto
theinternet,includingoverseeingthetechnicalgovern
ancebodies.TheCIRPwouldcontain50memberstate
representatives,andsomelimitednon-governmental
stakeholderrepresentationalstructures–fouradvisory
committeesrepresentingcivilsociety,theprivatesector,
intergovernmentalandinternationalorganisations,and
thetechnical/academiccommunity.Asaproposal,itisa
moveawayfromthemulti-stakeholdermodel,returning
stakeholdersotherthangovernmentsintosiloswithonly
advisoryinfluence.

Russia,China,Uzbekistan,Tajikistansubmittedaproposal
foranInternationalCodeofConductfortheInformation
SocietytotheUNGeneralAssemblyinSeptember2011.
Whilenotaproposalforanewinstitution,itcertainly
suggestedanewprocessandpower- arrangementin
globalinternetgovernancebycallingforUNlevelaction
ontheissueofcybersecurity.EssentiallytheCodewould
increasegovernmentpowerovertheinternet,andit
containsnomulti-stakeholderdimension.Theresolution

07 Proposals for change – evolution or revolution?
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proposedavoluntary12pointcodeofconductbasedon,
amongstotherthings,‘theneedtopreventthepotential
useofinformationandcommunicationtechnologies 
forpurposesthatareinconsistentwiththeobjectivesof
maintaininginternationalstabilityandsecurityandmay
adverselyaffecttheintegrityoftheinfrastructurewithin
States.’Althoughvoluntary,thecodeaimedtodemarcate
moregroundforgovernmentininternetgovernance,as
thepreamblestates:‘policyauthorityforinternet-related
publicissuesisthesovereignrightofStates’.Thecode
includestherighttocurbonlineinformationthatun
dermines‘socialstability’,whichcouldenableextensive
censorship.

InDecembertheWorldConferenceonInternational 
Telecommunication(WCIT)willbehappeningattheITU 
toupdatetheInternationalTelecommunicationsRegula
tions(ITR).TheITRisoneofthefourtreatiesforming
thefoundationoftheITU’smission,andthusapplyto
193countries.TheITUisaUNspecialisedagencywhose
mandate is to promote global interoperability of tele
communications,radiocommunicationsandsatellite
systemsandpromoteaccesstotelecommunications
technology.CurrentlytheITRdoesnotcoverthein
ternet’stechnicalstandards,infrastructureorcontent.
ManycommentatorsfeelthattheITUisstructurally
 inappropriate to play an important role in internet 
governancegivenitsprocessesaretop-downandlack
transparencyandinclusiveness.However,thereis
evidencethatsomecountries(inparticularRussiaand
China)areseekingtoexpandtheregulationstoinclude
internetregulation.InJune2012(followingextensive
criticism),furtherevidenceabouttheproposalshasbeen
releasedintothepublicdomain,includinginadocument
(TS62)whichalsocontainscommentaryandattributions. 
Thecentralthrustoftheproposalsappearstobean 
attemptforincumbenttelecommunications organisations
torecovermarketshare.Theproposalswhicharemost
significantintermsofinternetgovernanceinclude:

Proposalstoinstitutea‘senderpays’modelofpaying
forinternettraffic.Whenaninternetuseraccesses, 
forexample,Youtube,itistheuserthatpaysforthe
packetsdeliveredtothem,ratherthanYoutube.This
canbecontrastedwithothercommunicationfields.
Forexample,itisthesenderthatpayswhenposting 
aletterormakingaphonecall.Somedeveloping
countriespreferthischargingmechanismbecause 
itwillallowISPswhoareinstitutedintheircountries
todemandpaymentfrominternetplatforms(suchas 
GoogleorFacebook)manyofwhomarebasedin 
theglobalnorth.Ontheotherhandsomedeveloped
countriesandthetechnicalcommunitiestendto 
arguethatthismodelwouldcreatemarketdistortions
andwouldmeanthatfuturedevelopmentofinternet
wouldbemorecentrallydrivenratherthaninresponse 
touserdemand.

ProposalsfortheITUtoextenditsremittocover
spam.Thisisseenascontroversialbecauseitmeans
thattheITUwouldaddresscontentissues(with
potentialfreedomofexpressionconnotations).

Proposalstoallowinternetservicetobedisrupted 
incertaincircumstancessuchasnationalsecurity. 
Thisrunscountertothegrowingnormwhichfinds
cuttingusersofffrominternetaccessisalways
disproportionateandhenceaviolationoffreedom 
ofexpression.

08
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Itisimportanttowatchandattempttoinfluencethe
debateabouttheoverallshapeofinternetgovernance
regimeasthiswilllikelyhaveprofoundimplicationsfor
thepublicinterest.Anotherapproachisto,instead 
offocussingontheactualmodelofgovernancesystem, 
todevelopandpromotecertainvaluesandobjectives 
toguideinternetgovernanceinwhicheverforum
(existingornew)whereittakesplace.Wearecalling 
thistheprinciplesapproach.

Giventhattheinternetisdecentralised,globalandfast 
changingitisnotwellsuitedtotraditionalformsof
governancesuchasnationalandinternationallaw.Atthe
sametime,someglobalcohesionisdesirable,torespond
togenuinechallengeswhilstmaintainingaglobalen-
vironment.Therefore,manygroups(includingarange 
ofgovernmentsandcivilsocietyactors)arepursuing
initiativeswhichaimtocreateaframeworkofnorms
forinternetgovernance–standardsthatarenotlegally
bindingbutwhichcarrynormativeandmoralweight.
Policyprinciplesofferamoreflexiblealternative,ena
blingcoordinatedpolicymakingwithoutrunningthe 
riskofenshriningdetrimentalstandardsininternational
law,orstiflinginnovation.Mostoftheinitiativesattempt
todefineprinciplesfortheprocessofgoverningthe
internet,aswellassomeobjectivesandrestrictionson
theobjectivesofpoliciesdeveloped.Acompilationof
principleswhichspeaktothegovernanceregimecan 
befoundintheAnnex.

TheCouncilofEuropepassedanInternetGovernance
DeclarationinSeptember2011containingtenprinciples.
Theprinciplesweredevelopedbyamulti-stakeholder
committeeofexpertsandconsulteduponwidelywith
CouncilofEuropememberandnon-memberstates,
businessandtechnicalcommunities,andcivilsociety
activistsfromEuropeandbeyond.Boththeprocessand
theresultingprincipleshavebeenwidelysupported.
Theycallforinternetgovernancemechanismsto‘enable
fullandequalparticipationofallstakeholdersfromall

countries’,thisalsoexpresslyincludestheusersthem
selves.Theprinciplesalsoupholdthedecentralised
systemofgovernance.
 
TheOrganisationforEconomicCooperationandDevel
opment(OECD)ministerialmeetinginFranceinJune
2011cameoutwith15InternetPolicymakingPrinciples-
theOECDCommunique.Theprocesswasdrivenby 
theUSGovernment.TheOECDhas,inrecentyearsmade
effortstobemoremulti-stakeholder,particularlythrough
thedevelopmentofadvisorycommitteesrepresenting
differentstakeholders,suchastheaforementionedcivil
societycouncil,CSISAC.Theprinciplesexpresslystate
thattheinternethasdevelopedwithoutanyinternation
alregulatoryregime,andthatsucharegime‘couldrisk
underminingitsgrowth’.Theprinciplesalsocallforgreat
ermulti-stakeholderparticipationininternetpolicies
wherevertheyareformedwhichshould‘shouldinvolve
theparticipationofallinterestedstakeholdersandoccur
inatransparentmanner’.Transparency,fairprocess,and
accountabilityarethreefundamentalprincipleswhich
shouldbe‘encouraged’,includingthesupportofpolicy
dialogueswithpubliclyavailablereliabledata.Theprin
ciplesalsospecificallypromotecodesofconduct‘backed
upbyeffectiveaccountabilitymechanisms’.Intheevent,
CSISACdeclinedtosignontheCommunique. 
 
WhileCSISACsupportedtheprocessfollowedandagreed
withmuchofthecontentoftheCommunique – the main 
pointsofdisagreementwereonintellectualproperty
protectionandwhetherinternetserviceprovidersshould
bepushedtobecomemoreresponsibleforpolicingthe
networkoncopyrightholdersbehalf–issuesonwhichno 
multi-stakeholderconsensuscouldbeformed. 

TheInternetRightsandPrinciplesCoalitionisamulti-
stakeholdercoalitionformedundertheauspicesofthe
IGFofindividualsandgroupscommittedtoupholding
humanrightsintheinternetenvironment.Thegroup
havebeenworkingsince2009tooutlinehowhuman

The principles approach
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rightsstandards shouldbeinterpretedtoapplytothe
internetenvironment,andtheinternetpolicyprinciples
whichmustbeupheldinordertocreateanenvironment
whichsupportshumanrightstothemaximumextent
possible.TheevolvingCharterofHumanRightsand
PrinciplesfortheInternetexaminesinternetgovernance
mechanismsthroughthefilterofarticle28oftheUDHR:
‘Everyoneisentitledtoasocialandinternationalorder
inwhichtherightsandfreedomssetforthinthisDec
larationcanbefullyrealized’.Whilenotrecommending
anyparticularsystem,theCharterfindsthatgovernance
shouldbedrivenbyprinciplesofopenness,transparent,
andaccountability.TheCharteralsoplacesgreatimpor
tanceoneffectivemulti-stakeholderparticipationwhich
muchbeensuredbymultilingualismaswellasefforts 
toincreasetheparticipationof‘disadvantagedgroups’.
 
TheAssociationforProgressiveCommunicationsis 
anorganisation-aswellasanetworkoforganisations,
socialmovementsandindividuals-thatbelievesall
peopleshouldhaveeasyandaffordableaccesstoafree
andopeninternettoimprovetheirlivesandcreatea
morejustworld.In2001-2,APCcreatedanInternet
RightsCharterthroughregionalworkshopsinEurope,
Asia,LatinAmericaandAfricawithAPCmembersand
partnerorganisations.TheAPCCharterupholdsthe
importanceofdecentralisedandcollaborativetechnical
governanceoftheinternet.Withregardstobroader
internetgovernance,itstatesthat:‘Internetgovernance
shouldbemultilateralanddemocratic,withthefull 
nvolvementofgovernments,theprivatesector,civil 
societyandinternationalorganisations.Nosingle
governmentshouldhaveapre-eminentroleinrelation
tointernationalinternetgovernance.’Accordingtothe
Chartertheprocessmustalsobeopenandaccessible 
atalllevels.

Discussion points

Thequestionsabouthowbesttogoverntheinternet 
arenotgoingtosolvethemselvesontheirownorgo
away.Therearemanylegitimateconcernswithsomeof
theproposalsforgreatergovernmentalcontrol.Atthe
sametime,therearesignificantshort-comingswiththe
regimeatpresent.Civilsocietyneedtoconsiderthese
issuesanddevelopproactiveapproachestoensurethat
theregimedevelopsinawaythatpromotesthepublic
interest.Belowareanumberofdiscussionpointsto
promoteconsiderationofthemainissues: 
 
What type of internet do we want? 
Differenttypesofgovernancewillpromotedifferent
internetenvironments,soastartingpointistothink
aboutouraspirationsfortheenvironment.
 
What type of multi-stakeholder governance is ideal? 
Multi-stakeholdergovernanceisarecurringtheme. 
Butwhatisthevalueofmulti-stakeholderparticipation?
Arethereanyrisks?Whereshouldmulti-stakeholder
governancehappen?Aretheresomeissueswhichitis
notappropriatefor?Whatrolesandresponsibilitiesdo
differentstakeholdergroupshave?Whatarethediffer
encesbetweendifferentstakeholdergroups?Whatare
thebarrierstoparticipationfromcivilsociety?Howcan/
shouldtheybeovercome?Whoseresponsibilityisit? 

What are features of the agenda setting,  dialogue 
and decision making processes in a good internet 
governance regime?  
Anumberofprinciplesrecurredacrossthepaper– 
open,transparent,inclusive.Whenwesaytheseterms,
whatexactlydowemean?Whatwouldbeabestcase,
andworstcase,scenarioinregardstoeach?
 
How centralised or decentralised should the system 
of governance be? Whatareadvantages/disadvantages
ofadecentralisedandcentralisedsystemofgovernance?
Aretheresomefunctionswhicharemoresuited 
todifferentformsofgovernance? 
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Further reading 

Annex 1: Principles for 
internet  governance  
from  different initiatives

Some individuals and groups are calling for  
the production of one global set of principles –  
is this desirable?  
Whatwouldbethebenefitsandrisksofsuchan
approach?Arethereotherapproacheswhichwould 
bebetter?Ifdesirable–howcouldthisbeachieved 
inpractice?Whatlessonscanwelearnfrom 
hownormshavedevelopedinotherareas? 
Isthisanimportantdiscussion?Ifso,howdowe 
expandit?Whoneedstobeinvolved?Whatare 
themainissues? 

How can civil society increase their meaningful 
 participation in internet governance processes? 
Howcancivilsocietyinfluencethedevelopment 
oftheinternetgovernanceregime?
 
 
 
 
 

Council of Europe Internet Governance  Principles, 
September 2011. 

2.Multi-stakeholdergovernance:Thedevelopmentand
implementationofInternetgovernancearrangements
shouldensure,inanopen,transparentandaccountable
manner,thefullparticipationofgovernments,theprivate
sector,civilsociety,thetechnicalcommunityandusers,
takingintoaccounttheirspecificrolesandresponsibili
ties.ThedevelopmentofinternationalInternet-related
publicpoliciesandInternetgovernancearrangements
shouldenablefullandequalparticipationofall stake
holdersfromallcountries. 

3.Responsibilitiesofstates:Stateshaverightsand
responsibilitieswithregardtointernationalInternet-
relatedpublicpolicyissues.Intheexerciseoftheirsover
eigntyrights,statesshould,subjecttointernationallaw,
refrainfromanyactionthatwoulddirectlyorindirectly
harmpersonsorentitiesoutsideoftheirterritorialjuris
diction.Furthermore,anynationaldecisionoraction 
amountingtoarestrictionoffundamentalrightsshould
complywithinternationalobligationsandinparticular 
bebasedonlaw,benecessaryinademocraticsociety
andfullyrespecttheprinciplesofproportionalityand 
therightofindependentappeal,surroundedbyappro
priatelegalanddueprocesssafeguards.

Maciel,M.andAffonso,C.Multi-stakeholder Participation
onInternetGovernance:AnAnalysisfromaDeveloping
CountryPerspective,AssociationforProgressiveCommu
nications,September2011

Puddephatt,A.,Hawtin,D.etal.ANewFrontier, 
AnOldLandscape,GlobalPartners&Associates,2011

Kleinwächter,W.(ed.),#2InternetPolicyMaking,
InternetandSocietyCo:llaboration,September2011

Mueller,M.NetworksandStates:TheGlobalPoliticsof
InternetGovernance(InformationRevolutionandGlobal
Politics),TheMITPress,2010

ITforChange,ADevelopmentAgendainInternetGov
ernance,AdraftinputpaperforIBSASeminaronGlobal
InternetGovernance,RiodeJaneiro,September2011

Wagner,B.,AftertheArabSpring:NewPathsforHuman
RightsandtheInternetinEuropeanForeignPolicy, 
EuropeanParliament2011
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4.EmpowermentofInternetusers:Usersshouldbe
fullyempoweredtoexercisetheirfundamentalrights
andfreedoms,makeinformeddecisionsandparticipate
inInternetgovernancearrangements,inparticularin
governancemechanismsandinthedevelopmentof
Internet-relatedpublicpolicy,infullconfidenceand
freedom.
 
7.Decentralisedmanagement: The decentralised 
natureoftheresponsibilityfortheday-to-daymanage
mentoftheInternetshouldbepreserved.Thebodies
responsible for the technical and management aspects 
oftheInternet,aswellastheprivatesectorshouldretain
theirleadingroleintechnicalandoperationalmatters
whileensuringtransparencyandbeingaccountableto
theglobalcommunityforthoseactionswhichhavean
impactonpublicpolicy.

OECD Communiqué on Principles for Internet 
Policy-making, June 2011.  

Promotetheopen,distributedandinterconnected
natureoftheInternet:Asadecentralisednetworkof
networks,theInternethasachievedglobalintercon
nectionwithoutthedevelopmentofanyinternational
regulatoryregime.Thedevelopmentofsuchaformal
regulatoryregimecouldriskunderminingitsgrowth. 
TheInternet’sopennesstonewdevices,applications
andserviceshasplayedanimportantroleinitssuccess
infosteringinnovation,creativityandeconomicgrowth.
Thisopennessstemsfromthecontinuouslyevolving
interactionandindependenceamongtheInternet’s
varioustechnicalcomponents,enablingcollaboration
andinnovationwhilecontinuingtooperateindependently
fromoneanother.Thisindependencepermitspolicy 
andregulatorychangesinsomecomponentswithout
requiringchangesinothersorimpactingoninnovation
andcollaboration.TheInternet’sopennessalsostems
fromgloballyaccepted,consensusdriventechnical
standardsthatsupportglobalproductmarketsand

communications.Theroles,openness,andcompetencies
oftheglobalmulti-stakeholderinstitutionsthatgovern
standardsfordifferentlayersofInternetcomponents
shouldberecognisedandtheircontributionshouldbe 
soughtonthedifferenttechnicalelementsofpublic
policyobjectives.Maintainingtechnologyneutralityand 
appropriatequalityforallInternetservicesisalso
importanttoensureanopenanddynamicInternet
environment.ProvisionofopenInternetaccessservices
iscriticalfortheInterneteconomy.

Encouragemulti-stakeholderco-operationinpolicy
developmentprocesses:TheInternet’scomplexity,
globalreach,andconstantevolutionrequiretimely,
scalable,andinnovation-enablingpolicies.Duetothe
rapidlychangingtechnological,economicandsocial
environmentwithinwhichnewpolicychallengesemerge,
multi-stakeholderprocesseshavebeenshowntoprovide
theflexibilityandglobalscalabilityrequiredtoaddress
Internetpolicychallenges.Thesemulti-stakeholder
processesshouldinvolvetheparticipationofallinterest
edstakeholdersandoccurinatransparentmanner. 
Inparticular,continuedsupportisneededforthemulti- 
stakeholderenvironment,whichhasunderpinnedthe
processofInternetgovernanceandthemanagement 
ofcriticalInternetresources (suchasnamingand 
numberingresources)andthesevariousstakeholders
shouldcontinuetofullyplayaroleinthisframework.
Governmentsshouldalsoworkinmulti-stakeholder
environments toachieveinternationalpublicpolicy 
goalsandstrengtheninternationalco-operationin
Internetgovernance.
 
Fostervoluntarilydevelopedcodesofconduct: 
Governmentsmaybeabletoachievecertainpolicy
goalsthroughflexible,adaptivemeansbyencouraging,
facilitatingandsupportingthedevelopmentofcodes 
ofconductthataresupportedbyeffectiveaccountability
mechanisms.Thesecodeswouldbedevelopedby
voluntaryparticipantsinamulti-stakeholderprocess 
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Deauville G8 Declaration, May 2011 

Aswesupportthemulti-stakeholdermodelofInternet
governance,wecalluponallstakeholderstocontribute
toenhancedcooperationwithinandbetweenallinter-
nationalforadealingwiththegovernanceoftheInternet.
Inthisregard,flexibilityandtransparencyhavetobe
maintained in order to adapt to the fast pace of techno
logicalandbusinessdevelopmentsanduses.Govern
mentshaveakeyroletoplayinthismodel.
 
 
Internet Rights and Principles,  
the 10 Internet Rights and Principles, March 2011

10)Governance:Humanrightsandsocialjustice 
mustformthelegalandnormativefoundationsupon
whichtheInternetoperatesandisgoverned.Thisshall
happeninatransparentandmultilateralmanner, 
basedonprinciplesofopenness,inclusiveparticipation
andaccountabilityIRPCharterofHumanRightsand  
Principles for the Internet
 
 
Internet Rights and Principles,  
Charter of  Human Rights and  Principles  
for the Internet, January 2011 
 
GovernanceoftheInternetforHumanRights: 
TheInternetandthecommunicationssystemmustbe
governedinsuchawayastoensurethatitupholdsand
expandshumanrightstothefullestextentpossible.

Internetgovernancemustbedrivenbyprinciplesof
openness,inclusivenessandaccountabilityandexercised
intransparentandmultilateralmanner. 

MultilingualismandPluralismontheInternet: 
TheInternetasasocialandinternationalordershall
enshrineprinciplesofmultilingualism,pluralism, 
andheterogeneousformsofculturallifeinbothform 
andsubstance. 

and,ifappropriate,enforceableunderappropriate
governmentalauthority.Suchcodesofconductshould
encourageandfacilitatevoluntaryco-operativeefforts 
bytheprivatesectortorespectthefreedomsofexpres
sion,associationandassemblyonline,andtoaddress
illegalactivity,includingfraudulent,malicious,misleading
andunfairpracticestakingplaceovertheInternet. 
Suchco-operativeeffortsshouldbebalancedandcon
sistentwiththeapplicablelegalframeworkandwhere
thoseco-operativeeffortsarenotforthcoming,other
policyoptionsconsistentwiththeseprinciplesshould 
beconsideredinconsultationwithrelevantstakeholders. 

Developcapacitiestobringpubliclyavailable, 
reliabledataintothepolicy-makingprocess: 
Publiclyavailabledatacanincreasethequalityofall
stakeholders’participationinInternetpolicy-making
aswellasgovernments’ultimatepolicydecisions.
Thecollection,validationandpublicdisseminationof
objectivedatatoinformInternetpolicydecisionsshould
bereinforcedandusedtoaugmentthecombined
researchcapacitiesofgovernments,othercompetent
authoritiesandotherstakeholders.International 
comparablemetricswillhelptoquantifytheongoing
economicdevelopmentsandassess theproportional
ityandeffectivenessofanypolicysolutionscreatedin
multi-stakeholderprocesses.Datagatheringshouldbe
undertakensoastoavoidadministrativeburdensand
dataanalysisshouldbedonecarefullytoenablesound
policymaking.
 
Ensuretransparency,fairprocess,andaccountability:
InordertobuildpublictrustintheInternetenvironment,
policy-makingprocessesandsubstantivepoliciesthat
ensuretransparency,fairprocess,andaccountability
shouldbeencouraged.TransparencyensuresthatInter
netusershavetimely,accessible,andactionableinfor
mationthatisrelevanttotheirrightsandinterests.Fair
processprovidespredictabledecision-makingprocedures
togovernthedefinition,assertion,anddefenceofrights.
Accountabilityisachievedthroughpoliciesthatmake
partiesanswerable,whereappropriate,fortheiractions
ontheInternet.

Annex 1: Principles for internet  governance from  different initiatives
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EffectiveParticipationinInternetGovernance:  
Everyonehastherighttoparticipateinthegovernance
oftheInternet. 
 
Theinterestsofallthoseaffectedbyapolicyordecision
shallberepresentedinthegovernanceprocesses, 
whichshallenablealltoparticipateinitsdevelopment.

Fullandeffectiveparticipationofall,inparticular
disadvantagedgroupsinglobal,regionalandnational
decision-makingmustbeensured. 
 

Association for Progressive Communications, 
 Internet Rights Charter, November 2006 

6.1Therighttomultilateraldemocraticoversightof
the internet: Internetgovernanceshouldbemultilateral
anddemocratic,withthefullinvolvementofgovern
ments,theprivatesector,civilsocietyandinternational
organisations.Nosinglegovernmentshouldhavea
pre-eminentroleinrelationtointernationalinternet
governance.

6.2Therighttotransparencyandaccessibility: 
Alldecision-makingprocessesrelatedtothegovernance
anddevelopmentoftheinternetshouldbeopenand
accessibleatglobal,regionalandnationallevels.

6.3Therighttoadecentralised,collaborativeand
interoperable internet: Thetechnologicaldevelopment
andcoreresourcemanagementoftheinternetmustbe
decentralisedandcollaborative,andhelptoensurethat
thenetworkisinteroperable,functional,stable,secure,
efficientandscalableinthelongrun.
 
6.4Therighttoopenarchitecture:The internet as a 
‘networkofnetworks’ismadeupofmanyintercon
nectednetworks,basedonthekeyunderlyingtechnical
ideaofopenarchitecturenetworking,inwhichanytype
ofnetworkanywherecanbeincludedandmadepublicly
available.Openarchitecturemustbeprotected. 

6.5Therighttoopenstandards:Mostoftheprotocols
at the core of the internet are protocols based on open 
standardsthatareefficient,trusted,andopentoglobal
implementationwithlittleornolicencingrestrictions.
Theprotocolspecificationsmustremainavailabletoany
one,atnocost,considerablyreducingbarrierstoentry
andenablinginteroperability.

6.6 Therighttointernetneutralityandtheend-to-
end principle: Theneutralityoftheinternet,chiefly
concernedwiththeeffectivetransportationofpackets,
enablesitsintelligencetoresidelargelyincomputers,
applications,servers,mobileandotherdevicesatthe
networks’ends.Thishasenabledthedevelopmentof
awiderangeofnewinternetactivities,industriesand
services‘attheends,’andturnstheinternetintoan
importanttoolwithinthewidercontextofeconomicand
societaldevelopment.Theinternetderivesmuchofits
powerandreachfromthevalueofitsnetworkeffect.
Themorepeoplethathaveaccesstotheinternet,the
greateritsvalueasameansforinformationexchange
andcommunication.Theend-to-endprincipleandnet
neutralitymustbedefendedfromattemptstocreate 
atwo-tierinternetandcentralisecontrol.

6.7Therighttotheinternetasanintegratedwhole:
Thiscentralinteroperabilityispartoftheinternet’svalue
asaglobalpublicgoodandshouldnotbefragmented 
bythreatstocreatenationalintranets,theuseofcontent
filtering,unwarrantedsurveillance,invasionofprivacy
andcurbsonfreedomofexpression.
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