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"I you look back on the
forecasts of surveillance...
it turns out that George
Orwell was an optimist.”

Mikko Hypponen, Security Researcher
How the NSA betrayed the world’s trust - time to act,
October 2013



It is always advisable to do some research
before you embark on a trip. A wise traveller
will understand their destination before

they depart, paying particular attention to
any potential security concerns. It may seem
strange to apply this advice to the internet,
because most people reading this Guide will
feel a sense of familiarity, even intimacy, with
the online world.

Yet, as the ongoing disclosures by Edward Snowden about
surveillance from June 2013 have demonstrated, there is more
to the online world than meets the eye. You may be alone in
your home or office, but in the online world you most certainly
are not. With each new disclosure, fears over the extent of
government surveillance continue to mount, while senior
officials claim that the leaks are undermining the ability of law
enforcement and national security agencies to keep the digital
world safe.

In the face of this shifting landscape, it is important to try and
understand how surveillance works online, and what privacy

and anonymity really mean in a digital context.

UNDERSTANDING SURVEILLANCE
AND ANONYMITY

For many people, anonymity is an important value online as

it provides them with a tremendous feeling of freedom. Secret
tastes and interests can be pursued and users can express their
unfiltered opinions on things great and trivial without fear

of what their family or social circle might think. The desire

for anonymity can extend beyond protection from social

embarrassment to cases where there is a real fear of violence.



The internet’s importance in facilitating protest movements
against dictatorial regimes in Iran and across the Arab world

has been widely documented, but the internet also has an
everyday role in freeing its users from restrictive legal or social
frameworks. For a gay Ugandan or Russian, or a Saudi atheist, the
internet provides the only open avenue for self-expression and for

allowing the oppressed to network with likeminded communities.

It is a strange paradox then that, despite its reputation as a safe
haven for anonymous engagement, the internet is also the most
heavily monitored and tracked medium of expression in history.
It is easy to succumb to a comforting perception that one’s
communications are private. In reality, every move that users

make online may be noted, followed and recorded.

In reality, every move that users
make online

THE MYTH OF FREE INTERNET SERVICES

Imagine a typical day spent strolling through a shopping centre
in your hometown. Perhaps you will browse through titles at

a bookstore or record shop, visit your bank or take in a movie.
You may see friends or acquaintances and stop to catch up. Now
imagine that, for the entire day, there was a group of people
following you, diligently writing down every shop you visited
and object you looked at and every person you spoke to. Imagine
they collated that information to build as detailed a profile as
possible about you: your demographic and income level, your
hobbies and interests, your political beliefs and so on. Imagine
they spent months or years collecting the information, and then
offered it for sale to anyone who was interested.



This is essentially the business model that supports an
important part of the services offered over the internet. Most
companies that offer “free” services online, such as Google and
Facebook, derive the bulk of their revenue from advertising and
the sale of user information. Rather than paying with money,
the people who visit these websites and use these services are,
in essence, paying with their private information. As a result,
many aspects of the world wide web function as enormous data
collection mechanisms.

The collection, collation and use of this information, known

as online behavioural tracking, is a controversial subject.

Some types of tracking are considered by many observers

to be highly invasive and there is significant debate around

the opaque nature of many tracking practices and whether
companies are doing enough to seek users’ consent before this
information is harvested. Obligations to delete user information
after a particular time period or upon request and to safeguard
information from unauthorised access are also major areas of
contention.

On the other hand, it is important to note that this business
model underlies many of the free services available over the
internet. And tracking does not necessarily negate the value

of the internet as a mechanism for anonymous expression. For
example, the fact that Google and Facebook know a user’s secrets
may not inhibit the latter’s communications if the information

remains hidden from their family, friends and social circle.

CORPORATE SURVEILLANCE VS. STATE
SURVEILLANCE

The internet’s scope as a mechanism for surveillance has also
provided unprecedented opportunities for States to monitor

communications, both by requisitioning the data collected by



private companies and through their own, often very extensive,
data collection systems. While there are legitimate concerns
about the volume of personal information which is collected by
private companies, the internet’s potential as a data collection
mechanism is far more sinister when considered in the context
of States. The main reason for this is that the State has a level
of coercive power which private companies do not. This is
particularly troubling in the case of oppressive governments.
For a journalist investigating corruption in Mexico, an Iranian
or Chinese dissident or a human rights activist in Russia,
marketing agencies are not the threat they need to fear. Even
for those who are not obvious targets for State surveillance, the
threat of possible criminal measures can exert a chilling effect

on legitimate speech.

There are other reasons why State surveillance is particularly
problematic. Courts and oversight bodies tend to be very
deferential to State agencies where questions of national
security are raised, giving them far greater leeway than private
companies could expect to receive in complying with data
protection rules. It is also worth noting that private companies
face a free market incentive not to be overly intrusive. If a
particular website took its online behavioural tracking systems
too far, it could cost them traffic, something which does not
affect security agencies. This is not to suggest that market forces
are a substitute for effective regulation, since users’ limited
ability to engage with and understand privacy policies limits the
extent to which invasive policies actually impact a service’s user
base, but the potential for financial harm can act as at least some
sort of check.



ABOUT THIS GUIDE

Having painted a picture of pervasive
surveillance, the intention here is not necessarily
to demonise the practice or to argue for a total
elimination of digital monitoring. It would be
absurd to expect law enforcement or national
security agencies to do their job without online
surveillance. Nobody wants to live in a world
where child pornographers, online fraudsters
and malicious hackers are allowed to operate
freely. What is important is to understand how
online surveillance takes place and how it stacks
up against international standards relating to
privacy and freedom of expression.

This Guide offers a survey of the digital surveillance landscape.
Chapter One provides a summary of the surveillance practices
carried out by different governments, as far as is known. This
includes a particular focus on the Five Eyes programmes,

where our knowledge has been significantly enhanced by
Edward Snowden’s revelations. Chapter Two goes on to discuss
international standards of freedom of expression and the

right to privacy, and their implications in the context of online
surveillance. Chapter Three examines ongoing and future
debates about surveillance and how the internet is changing as a

result of emerging understandings of this subject.

This Guide is aimed at a non-technical audience, so we have
also added a Glossary at the end of this guide where words in
bold print are explained. The Guide does not offer substantive
technical advice about how to avoid surveillance, and so we
have also included a set of links for Further Reading, which
identifies more technical discussions of the issue and websites
which host programs or services aimed at evading surveillance.



At the outset, it is important to note that the clandestine world
in which intelligence agencies operate makes a comprehensive
discussion of this issue impossible. Intelligence agencies around
the world operate behind a veil of secrecy, and what we do
know is usually the result of leaks or other unauthorised
disclosures. Until the Snowden disclosures, virtually nobody
outside of the intelligence community had detailed knowledge
of the programmes he described. Information about parallel
programmes operated in Russia, China and elsewhere
remains difficult to come by. But, although a total picture is
unavailable, the information we have is sufficient to offer a
general understanding of how the system works and why it is

problematic.
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What Is Digital Surveillance?
ECHELON

The origins of today’s sweeping surveillance
systems lie in signals intelligence programmes
that were founded during the Cold War. The
best understood of these was founded in 1971 to
target satellite communications. Although the
programme has become known to the public
under the code-name Echelon, it is unclear
whether this was its official title or whether
Echelon actually referred to a single project
component. The programme was originally
founded by the United States National Security
Agency (NSA) and Great Britain's Government
Communications Headquarters (GCHQ), with
the construction of two ground stations to
intercept satellite traffic. One station was
located in Yakima, in the northwest United
States, and the other was in Cornwall, England.
Over the following decades, the programme expanded significantly.
Spy agencies in Australia, New Zealand and Canada joined the
programme, and there were reports of collaboration with Denmark
and Holland. Although the system was ostensibly targeted

at the Soviet Union and its Eastern Bloc allies, it intercepted

communications information indiscriminately, relying on
automated filters to sort pertinent from non-pertinent data.



The Five Eyes

The “Five Eyes” is the name of a surveillance agreement established
between the United States’ NSA, Canada’s Communications Security
Establishment (CSE), the United Kingdom's GCHQ, Australia’s

Defence Signals Directorate (DSD) and New Zealand's Government
Communications Security Bureau (GCSB). The collaboration grew out
of the United Kingdom-United States of America Agreement (UKUSA),
amultilateral treaty on sharing signal intelligence which was signed in
1946.1t was later extended to include the other three partners.

Although initially a Cold War operation, Echelon later expanded
significantly beyond the parameters of that conflict. For example, there
have been accusations that Echelon was being used to perpetrate acts

of economic espionage. The most notable case was in 1995, when a
journalist from the Baltimore Sun claimed that the NSA had intercepted
faxes and phone calls made between Airbus, a European aircraft
manufacturer, and the Saudi government during competition for a USDé
billion contract.! The intercepted communications apparently revealed
that Airbus was bribing Saudi officials, information which the United
States used to ensure that the contract was awarded to Boeing Co. and
MacDonnell Douglas Corp., two US companies. Although the USA
officially denied involvement, James Woolsey, a former Director of the
Central Intelligence Agency, responded to European complaints with an
article acknowledging that the USA conducts economic espionage, but
claiming that it was justified since European companies routinely used

bribery to advance their interests.?

Although the Echelon system was® a powerful tool, it faced two major
limitations. The first is that it relied heavily on intercepting satellite
signals, which have never represented more than a small proportion
of the total volume of communications. However, prior to the internet
age, satellite communications were the only medium where pervasive

surveillance was feasible.



Other types of surveillance required a far more distributed
geographic presence, to intercept radio waves and tap thousands
of individual cables. Although there is some evidence that
Echelon included components aimed at gathering intelligence
via these other media, in a pre-digital world pervasive data
collection would have required an infrastructural presence that
was beyond its capabilities, at least according to the European
Parliament’s 2001 Report on the existence of a global system

for the interception of private and commercial communications
(ECHELON interception system).* An additional limit stemmed
from the analytical resources available at the time. Although the
information which was absorbed represented a small proportion
of total communications on the planet, it nonetheless represented
far more data than could be analysed effectively or even stored
at the time.

THE INTERNET’S ROLE IN FACILITATING
MASS SURVEILLANCE

There are several reasons why the internet has made pervasive
data collection easier. One is that the internet has consolidated
communications infrastructure. Traditional forms of
communication are carried through individual and independent
networks. The infrastructure for sending mail, for example,

is completely different from the infrastructure for making a
phone call. Monitoring a target’s written communications and
monitoring their phone lines required separate operations.
Online communications, by contrast, consolidate different forms
of communication (phone, email, video conferencing and so on)
into a single data flow, making it much easier to harvest the
information.



Online communications consolidate
many different forms of communication
into a single data flow, making it much
easier to harvest the information

An additional advantage, at least for the United States, lies in the
way internet communications travel. In contrast to a phone call
or letter, information sent via the internet does not necessarily
travel via a direct geographic route. Other considerations, notably
cost, play a role in how information packets are sent. For example,
a particular service provider may want to send information in a
way that keeps it on a network that they control as far as possible,

even if this means using a geographically circuitous route.

Because the United States hosts so much of the world’s internet
structure and so many major internet companies, a large amount
of the world’s web traffic flows through the United States, creating
opportunities for interception. So, while a letter which was sent
from Mexico to Spain would be unlikely to pass through the
United States, an online communication between users in these
countries almost certainly would.

“FIVE EYES” SURVEILLANCE SYSTEMS:
WHAT WE KNOW

As of March 2014, only a small percentage of the Snowden leaks
have been publicly released. Glenn Greenwald, Laura Poitras
and other journalists continue to process their way through the
enormous trove. It may be years before a complete picture of the
leaked information emerges. Moreover, it is safe to assume that
surveillance practices have already changed since the Snowden

disclosures.
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In part this may be attributed to expressions of outrage at
particular policies. For example, following German complaints
over revelations that the NSA had spied on their Chancellor,
Angela Merkel, US President Barack Obama promised that Ms.
Merkel would no longer be surveilled (although there have been
reports that, after this directive was issued, the NSA sought to
expand surveillance of Ms. Merkel's ministers to make up for

the intelligence shortfall).’ It is also possible that the Five Eyes
partners will seek to alter their methods for operational reasons.
Intelligence agencies involved in the programmes have repeatedly
declared that Snowden’s leaks compromised the efficacy of their
tactics. Although the veracity of these statements has been
called into question, and some believe that the claims of harm are
merely an attempt to undermine the argument that Snowden’s
leaks were in the public interest, it is reasonable to expect that the
agencies involved were at least forced to re-evaluate their tactics
as aresult of the revelations.

WS~ —

Edward Snowden

A large amount of what we know about digital surveillance has
been brought to light through the efforts of Edward Snowden, who
at the time was a 29-year old infrastructure analyst employed by
Booz Allen Hamilton Inc., a management consulting firm which

had been hired by the NSA as an independent contractor.

Over the course of three months in 2013, Snowden downloaded
an enormous volume of classified material about digital
surveillance programmes being carried out by the NSA and its
partners. He shared the documents with two journalists, Glenn
Greenwald and Laura Poitras, before flying to Hong Kong to await

the story’s publication on 5 June.

It is impossible to overstate the impact of Snowden’s revelations
on the discourse about online surveillance and privacy. In the

United States, there have been several legislative attempts to
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curtail or reform the programme, as well as an external review

of surveillance practices, although the announced changes have
fallen far short of what civil society has been demanding. The
revelations have prompted furious official responses from dozens
of other countries, notably Germany, Indonesia and Brazil, whose
leaders had all been targeted. Some governments have responded
by proposing sweeping changes to the programmes while others
have limited their complaints to the targeting of high-level victims.

Snowden himself has faced enormous personal cost as a result

of his actions. On June 14, he was charged in the United States
with theft of government property as well as offences under the
Espionage Act. His attempts to reach asylum in Latin America
were stymied when the United States cancelled his passport en
route, stranding him in Russia. The United States, with the help
of the Spanish, Italian and French governments, even went so far
as to force down the plane of Bolivia's President Evo Morales on 1
July 2013, out of concern that Snowden may have been on board.
After spending over a month in the transit section of Moscow’s
Sheremetyevo Airport, Snowden was offered a year’s temporary

asylum in Russia, where he remains at the time of writing.

In the opinion of most human rights groups Edward Snowden is
a whistleblower whose actions exposed wrongdoing and were
clearly in the public interest. According to international human
rights standards, whistleblowers should be protected from
sanction as long as they act in good faith and with the reasonable
belief that the information they disclose is substantially true and

provides evidence of wrongdoing.

According to the Snowden revelations, there are two main
ways in which the Five Eyes carry out surveillance: upstream

collection and through the PRISM programme.
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UPSTREAM COLLECTION

Upstream collection intercepts information that is being carried
on fibre-optic cables and other infrastructure as it is in transit.
So far, four programmes of this type have been identified, which
are codenamed BLARNEY, FAIRVIEW, STORMBREW and
OAKSTARY
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This slide, from an NSA powerpoint presentation leaked by Edward
Snowden, summarises the two major avenues used to harvest information.

Although the details remain murky; it is believed that upstream
collection takes place with the cooperation of US-based telecoms
companies through the installation of monitoring hardware at key
chokepoints along the internet’s backbone. Mark Klein, a former
employee at AT&T, a major telecommunications provider, testified
that in 2003 he witnessed the installation of splitting devices in the
company’s San Francisco office, which served as a hub for directing
communications traffic to several internet networks and internet
exchange points in the United States.? The splitting devices utilised
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deep packet inspection (DPI) technology to duplicate information
streams, sending the results to a secure room, to which access was
restricted to representatives of the NSA. Mr. Klein further testified
that conversations with other AT&T technicians revealed that
similar “splitter cabinets” had been installed in San Jose, Seattle, Los
Angeles and San Diego. It is believed that these mechanisms are part
of Project BLARNEY, with AT&T as the “commercial partnership”
referenced in the leaked slides. STORMBREW is thought to be a
similar programme involving Verizon, another US-based carrier.

_ R B e i

Tapping a Fibre-optic Cable

Fibre-optic cables (also known as optical fibre-cables) are the
primary means of carrying information along the internet’s main
arteries. This is largely because of their fast data speeds and high
carrying capacity. They also have low attenuation rates, meaning

signals degrade very little over long distances.

Fibre-optic cables are comparatively difficult to monitor
surreptitiously. Unlike copper wires, which can be tapped by
observing the electro-magnetic field they generate, communications
carried on fibre-optic cables can only be intercepted by physically
cutting into the cable and diverting the signals into a separate bank.
In order to intercept the information surreptitiously, a surveillance
mechanism also needs to be capable of instantaneously reproducing
the signals and sending them back along the line.

i —— i
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Deep Packet Inspection

DPI is a controversial technique which involves automatically
examining all internet traffic in search of particular signatures,
such as a keyword or a fragment of computer source code. While
there are legitimate uses of DPI, such as to screen out viruses or
defend against distributed denial of service attacks, its wholesale
use is an extremely invasive form of surveillance. Moreover, a
sophisticated DPI system can even be used to modify internet
traffic on the fly, for example by deleting unfavourable references
to a particular political leader on a website and replacing them
with favourable ones, leaving the user unaware of the change.

As discussed earlier, the nature of the internet’s infrastructure
and the global prevalence of US-based services, such as Google
and Facebook, allow these programmes to siphon an enormous
amount of global information traffic, including data packets
whose sender and recipient may not have any connection to the
United States. According to some estimates, the NSA has access
to 75% of the internet traffic which flows through the United
States.” The NSA's reach is further expanded by the fact that the
US-based interception points are complemented by a number of
“foreign access points”. It is important to note that this collection
is not limited to metadata, but extends to the content of the

communications themselves.

This system picks up far more data than can readily be analysed,
including at least 1.7 billion emails per day, according to one
estimate.'® The NSA also faces legal constraints on its ability to
monitor US citizens or residents. Consequently, several layers of
filtering take place. First, the NSA instructs its telecoms partners
only to send over information that pertains to certain “areas of
interest”, likely based on particular keywords or users. The NSA
itself will then sift through the resulting information, deciding

what to keep and what to discard. William Binney, a former NSA
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employee, estimated that over an eleven year period the NSA has

collected between 15 and 20 trillion transactions."*

Although this represents a relatively small proportion of total
communications, it is worth noting that the NSA is dramatically
expanding its data storage capacity with the recent construction
of a USD2 billion data storage facility in Utah.*?

According to some estimates,

which flows through the United States,

PRISM

These data collection methods are complimented by a second
programme, known by the code-name PRISM, which mines stored
data from nine U.S. companies: Microsoft, Google, Yahoo, Facebook,
PalTalk, AOL, Skype YouTube and Apple. As discussed in the
introduction, these private companies store enormous amounts

of information about their users, and also maintain access to their
online messaging accounts. As of 5 April 2013, there were 117,675
active targets whose communications were being monitored under
the PRISM programme.”® The Snowden leaks suggest that the NSA
enjoys direct access to the central servers of the nine companies,

allowing them to harvest information about their targets at will.

Although it is clear that US-based telecoms, notably AT&T

and Verizon, have been actively cooperating with the NSA's
data collection activities, several of the companies listed under
the PRISM programme have vociferously denied voluntary

involvement or having given the NSA direct access to their central
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servers. These companies are, however, legally prohibited from
speaking openly about the nature of their cooperation. Google,
Microsoft and Yahoo have filed suits against the NSA to allow them
to disclose more information about their role in the programme.*

Legally, the companies are required to comply with specific NSA
requests. However, the Snowden revelations make it clear that

the NSA faced differing levels of resistance from them. The leaks
describe Microsoft as becoming PRISM’s first “corporate partner”, in
May 2007. Apple did not join the programme for another five years.
Dropbox, a company which provides cloud storage services, is listed
in one slide as “coming soon”, while Twitter is not listed as a partner.
Suspicion of Apple’s role in actively facilitating the surveillance
also stems from a leaked presentation, dated October 2008, which
described a software implant called DROPOUT JEEP that had

a claimed 100% success rate for hacking iOS devices. The virus
allowed for total control over an infected machine, including the
ability to remotely activate the microphone and camera. Given the
claims of perfect success, some experts have expressed scepticism
that the exploit could have been designed without Apple’s
cooperation.” In other words, there is suspicion that Apple provided
the NSA with a backdoor to access its products, although Apple
strongly denies this.”* AOL, PalTalk and Facebook have also denied
participation in the PRISM surveillance programmes.” However,
in March 2014 the NSA's General Counsel testified that both the
PRISM and upstream data collection programmes took place with
the “full knowledge and assistance” of the companies involved.®

Against the backdrop of corporate denials, it is also worth noting
that a senior Verizon executive, John Stratton, specifically
came out in support of the NSA surveillance, and criticised the

objections that other tech companies had voiced:

This is a more important issue than that which is generated in a
press release. This is a matter of national security... As it relates to
the NSA — as has been discussed, the information was conveyed
under a very rigorous process that had oversight by all three
branches of the United States government.”
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Although these programmes give the NSA access to an enormous
volume of data, the agency and its allies face an additional
challenge in that much of the information they are interested in is
encrypted. Although modern encryption methods are incredibly
powerful, the Snowden leaks describe a massive programme, with
funding of over USD250 million per year, aimed at penetrating
encryption techniques. One major element of the programme
involves inserting backdoors into commonly used encryption
standards. For example, the NSA apparently paid RSA Security, a
respected encryption company, to include a weak algorithm in a
security enhancement program called Bsafe (RSA has denied the
allegations that they deliberately weakened the product at the
request of the NSA).% In interviews, Edward Snowden reported
that strong encryption tools, when used properly, remain
effective. However, his leaked documents revealed the existence
of an USD80 million project to build a quantum supercomputer

capable of cracking even advanced encryption standards.?

Tor, a popular tool designed to protect online anonymity, was also
amajor target of the NSA. However, the Snowden leaks indicate
that the agency was unable to substantially crack the system.
One presentation, tellingly entitled “Tor Stinks”, noted that the
NSA was only able to de-anonymise “a very small fraction” of

Tor users.?2 The NSA’s frustration with Tor is ironic given that
Tor’s work was originally sponsored by the US Naval Research

Laboratory and that the US government remains a major funder.

DOMESTIC SURVEILLANCE PRACTICES

Cooperation with the Five Eyes

Among European States, surveillance activities are sometimes
boosted through collaborative agreements with the Five Eyes.
In his testimony to the European Parliament on 7 March, 2014,
Edward Snowden noted:
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The best testimony I can provide on this matter without pre-
empting the work of journalists is to point to the indications that
the NSA not only enables and guides, but shares some mass
surveillance systems and technologies with the agencies of EU
member states. As it pertains to the issue of mass surveillance,
the difference between, for example, the NSA and FRA [Sweden’s
National Defence Radio Establishment] is not one of technology,
but rather funding and manpower. Technology is agnostic of
nationality, and the flag on the pole outside of the building makes
systems of mass surveillance no more or less effective.

Snowden’s testimony also noted that the NSA and the GCHQ
employ lawyers to search for loopholes in their allies’ legal

or constitutional privacy and due process protections, and

then offer these novel interpretations as “legal guidance” in
support of cooperation on indiscriminate surveillance matters.
Another interesting note in Snowden’s testimony is that Five
Eyes collaboration with European nations frequently includes
the caveat that the espionage must not target citizens of the
collaborating State, although this limitation is easily sidestepped:

Theresult is a European bazaar, where an EU member state

like Denmark may give the NSA access to a tapping center on
the (unenforceable) condition that NSA doesn't search it for
Danes, and Germany may give the NSA access to another on
the condition that it doesn’t search for Germans. Yet the two
tapping sites may be two points on the same cable, so the NSA
simply captures the communications of the German citizens as
they transit Denmark, and the Danish citizens as they transit
Germany, all the while considering it entirely in accordance with
their agreements.

Ultimately, each EU national government’s spy services are
independently hawking domestic accesses to the NSA, GCHQ),
FRA, and the like without having any awareness of how their
individual contribution is enabling the greater patchwork of mass
surveillance against ordinary citizens as a whole.
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Other countries’ surveillance programmes

The Five Eyes operate what is likely the world's most advanced

and pervasive global surveillance apparatus. Partly this is due to

the “home field advantage” that the United States enjoys since it

hosts much of the internet’s architecture and many leading global
technology companies. The Five Eyes also operate at a level that is
beyond the capabilities of most, if not all, other powers, with regard to
both their global presence and the information processing power they
are able to bring to bear. However, while pervasive global surveillance
requires a global presence, pervasive domestic surveillance does not.
A State which is able to exercise control over its domestic internet
infrastructure can monitor the communications of its residents.

Outside of the developed democracies, governments are generally
far more interested in using the internet to monitor their own
people than as a tool for external surveillance. Although details

are sketchy, Russia appears to be in the process of instituting an
extremely invasive programme of internet censorship, including
extensive surveillance policies. These are being introduced as a means
of implementing a law passed in July 2012, On amendments to the
Federal Statute ‘On the Protection of Minors against Information
Detrimental to their Health and Development’ and to other legal
Acts of the Russian Federation (the Amendments), which has drawn
international condemnation for its prohibition of material which

“propagandises non-traditional sexual relations”.?*

Sources have indicated that the Russian government plans to
enforce these content controls online through the installation of
DPI systems at every internet service provider (ISP). In April 2014,
Russian President Vladimir Putin strongly denied that an invasive
surveillance programme was in place, although his claims were met

with broad scepticism.?

Several other countries have introduced DPI with the partial aim of
blocking anonymisation software, including Ethiopia,? Iran? and
Kazakhstan.?® It is worth noting that Tor has come up with their own

workarounds to evade some of these blocking systems.
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Intensive surveillance programmes are also part of China’s
extensive apparatus for controlling the internet. Several
government departments include surveillance of the web
within their mandates, described by euphemisms such as “the
study of public opinions”.? China’s surveillance system also
includes extensive cooperation with the private sector, including
through the installation of DPI systems and mechanisms which
automatically block the transmission of encrypted content.
Beyond cooperating with State surveillance bodies, companies
operating in China are often legally responsible for keeping an

eye on their users.

Companies operating in China
for keeping
an eye

Sina Weibo, China’s version of Facebook/Twitter and one of its
most popular websites, now requires users to register using their
real names and telephone numbers. The website also operates a
demerit system, whereby breaches of the terms and conditions
lead to deductions. Running out of points will lead to an account’s
deletion. Users running low on points can recover them through
good behaviour for a period of time or through performing an

unspecified “promotional activity”.3°

As aresult of these requirements, Chinese companies have
developed into world leaders in facilitating online surveillance.
In 2012, ZTE Corp, China’s second-largest telecommunications
maker, came under fire for selling powerful surveillance
equipment to Iran. Because this sale may have included
embargoed U.S. equipment, ZTE Corp ended up selling the
subsidiary which manufactured the system.’! ZTE Corp’s internet
surveillance equipment was also found in Libya after the fall of
Muammar Gaddafi’s dictatorial government in 2011.3
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The role of western technology

Western companies also play a key role in facilitating domestic
surveillance of the internet, including by repressive governments.
For example, Trovicor, which manufactures the most widely used
online surveillance system in the world, is based in Germany and
was formerly a subsidiary of Nokia Siemens. A company brochure
from 2007 stated that its monitoring systems had been installed
in 60 countries, including Syria, Yemen, Egypt, Bahrain and Iran.®
In 2009, due to pressure following Iran’s violent crackdown on
protestors, Nokia Siemens sold Trovicor. Trovicor continues to work
with the Iranian government under its new owners, the German-
based Perusa Partners Fund.®

Blue Coat, which is based in the United States, is a major supplier
of DPI systems. Although their products can be used for legitimate
network management functions, they can also be used to intercept
and analyse traffic, including encrypted traffic. A study by the
University of Toronto's Citizen Lab found indications that these
systems were being used in Egypt, Kuwait, Qatar, Saudi Arabia,
the United Arab Emirates, Bahrain, China, India, Indonesia, Iraq,
Kenya, Kuwait, Lebanon, Malaysia, Nigeria, Qatar, Russia, Saudi
Arabia, South Korea, Singapore, Thailand, Turkey and Venezuela.®
In response to inquiries made by Reporters Without Borders, Blue
Coat said that the “misuse of technology to suppress freedom of
expression or human rights was a serious issue, but not one that a
single company could solve by itself” It also referred to its “Ethics
Policy for Partners” which, as of April 2014, makes no mention of

human rights.*”

Another widely used surveillance technology is the FinFisher
Suite sold by Gamma International, a UK-based company. This
product is more targeted, and operates through malicious
software installed on a particular machine. A study by Citizen
Lab found evidence that FinFisher is being used in Australia,
Austria, Bahrain, Bangladesh, Brunei, Bulgaria, Canada, Czech
Republic, Estonia, Ethiopia, Germany, Hungary, India, Indonesia,
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Japan, Latvia, Lithuania, Macedonia, Malaysia, Mexico, Mongolia,
Netherlands, Nigeria, Pakistan, Panama, Qatar, Romania, Serbia,
Singapore, South Africa, Turkey, Turkmenistan, United Arab
Emirates, the UK, the USA and Vietnam.*®

DATA RETENTION OBLIGATIONS

Another common channel for surveillance is through data retention
obligations. These systems effectively allow law enforcement to
piggyback off of the information gathering abilities of private
telecommunications and ISPs, rather than being required to collect
the data themselves. As mentioned in the introduction, data
collection for advertising purposes is a major part of many companies’
business models while for others it is inherent in the services which
they provide.* A data retention obligation requires companies to
collect and store certain categories of information for a particular
period of time, disclosing it to law enforcement upon request (a
warrant or some other form of procedure may be required).

The chief difference between data retention schemes and blanket
State surveillance mechanisms such as the NSA's Upstream
programme is that, for the most part, the information collected
under a data retention directive remains in the hands of private
companies, rather than State agencies. Although the companies
involved collect the information indiscriminately and in bulk, State
access to that information requires State actors to go through some
sort of procedure so that access is generally more targeted. As a result,
data retention is normally less intrusive. However, it is important
to note that data retention schemes and blanket State surveillance
mechanisms are not mutually exclusive. For example, Russia and

China both have data retention requirements in place.“°
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European Data Retention Directive

The most prominent of these systems was the EU’s 2006/24/EC
(the Data Retention Directive), which obliged all EU States to pass
legislation requiring service providers to retain the traffic and
location data of all users’ telephone and internet communications
for between six months and two years.

The EU Data Retention Directive, which
has been struck down as an invasion
of privacy, was far less intrusive than

the Five Eyes programme

From the start, the Data Retention Directive was highly
controversial. Several EU States refused to implement it,
including Germany and Sweden, and courts in the Czech
Republic, Cyprus, Bulgaria and Romania held that its provisions
were unconstitutional. In April 2014, in response to a challenge
brought by Digital Rights Ireland, the European Court of Justice
(ECJ) invalidated the Data Retention Directive, ruling that it was
incompatible with the privacy and data protection provisions of
the Charter of Fundamental Rights of the European Union.* In
particular, the ECJ found that the Data Retention Directive was
disproportionately invasive, noting that it applied to all electronic
communications of all persons, that there were insufficient limits
on access and use of the data by law enforcement, and that the
retention period of at least six months was too long.** The ECJ also
noted that, since some of the service providers impacted by the
Data Retention Directive were located outside of the EU, there
was no way to ensure that the stored data would be safeguarded
appropriately.
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Given the ECJ’s finding, it is worth noting that the Data Retention
Directive is far less intrusive than the Five Eyes programme, with
which many European States are known to have collaborated.
The Data Retention Directive only applies to traffic information
and metadata, and does not include the content of messages.
Additionally, rather than being collected and warehoused by

the State, the Data Retention Directive keeps this information in
the hands of the service providers. Law enforcement authorities
are only allowed to access this information as part of a targeted
investigation of “serious crimes” rather than carrying out blanket

monitoring.

National data retention regimes

Data retention schemes exist in several countries. In Thailand,
the Thailand Computer Crime Act, B.E. 2550* requires ISPs to
archive identifiable computer traffic data for at least 90 days,
with steep fines for either failing to retain the data or failing to
present it to authorities upon request. It is worth noting that the
Act also contains several cyber offences which are illegitimate
according to international human rights standards, for example it
has frequently been used to target internet users deemed to have
insulted Thailand’s King.#*

India also has a data retention scheme, based on licensing
requirements for ISPs and unified access service providers
contained in the Indian Telegraph Act, 1885. Their licences
require ISPs to retain “all commercial records with regard to the
communications exchanged on the network” for a period of at
least one year. The Information Technology (Amendment) Act,

2008* also contains data retention requirements.

The Philippines’ Cybercrime Prevention Act of 2012 contains a
data retention scheme which requires service providers to build
a database of information about their subscribers by recording all
traffic and content information and the identity behind each IP
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address, and to preserve this information for at least six months,
and for an additional six months when specifically requested to
do so by law enforcement officials.*¢ Law enforcement officials
require a court warrant to access this subscriber information.
However, the Act allowed authorities to monitor traffic data (not
including content) without the need for a warrant, requiring
only “due cause”. The Act faced significant opposition, including
a judicial challenge. In February 2014, the Philippines’ Supreme
Court ruled that the provision granting law enforcement
officials the power to record traffic data without a warrant

was unconstitutional, although most of the rest of the Act was
upheld.”

KNOWN ABUSES OF SURVEILLANCE
SYSTEMS

Asdiscussed in Chapter 2, an overly intrusive approach to
surveillance is, by its very nature, abusive. However, before
moving on, it is worth noting a few specific examples of abusive
conduct which illustrate the dangers inherent in granting spy

agencies unduly broad powers of surveillance.

One disturbing, if entirely predictable, example is referred to
inside the NSA as LOVEINT. In response to an inquiry about
whether there had been specific cases of NSA officers abusing
their powers, NSA Inspector General George Ellard responded

by detailing several cases of agents who had spied on current or
former partners or spouses.*® In some instances, the searches were
specifically designed to investigate whether the person had been
unfaithful, while in others they were claimed to have been done

for “practice”.

An even more disturbing invasion of privacy was uncovered
in February 2014, when it was announced that the GCHQ had
collected and stored webcam images from millions of randomly

selected Yahoo users. The intercepted communications included
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enormous volumes of sexually explicit imagery, estimated as
being between 3% and 11% of the total.’

There is also evidence that the Five Eyes spying programme has
gone beyond its national security mandate to carry out economic
espionage, for example by spying on Petrobras, a large Brazilian
oil company, as well as other targets in that country’s mining and
energy industry.* More recently, there have been allegations
that the Five Eyes mechanisms were used to monitor the
communications of Kim Dotcom, a businessman.* Diana Spencer,
Princess of Wales, was another reported target of the Five Eyes

programme.*?

Internet surveillance techniques are
deployed against journalists, dissidents
and other political opponents

Internet surveillance techniques are deployed extensively
against journalists, dissidents and other political opponents.

For example, in 2013 the Russian government passed a special
decree authorising digital surveillance practices at the 2014
Winter Olympics in Sochi which explicitly named journalists and
foreign media organisations as targets.* Many Arab governments
employed internet surveillance techniques to combat the wave

of protests that spread across the region in 2011. For example,
authorities in Bahrain interrogated human rights activists and
journalists using transcripts of electronic communications
obtained through their pervasive surveillance mechanisms.
Many of the victims were also tortured, and several have been

convicted and sentenced to long prison terms.>*

Surveillance mechanisms can transform the internet into a tool
for control. Some observers were surprised when, in February

2011, the Syrian government suddenly reversed a long-standing
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ban on social media sites including Facebook, Twitter and
YouTube. However, their rationale for relaxing restrictions in
the face of regional unrest was to encourage protesters to use
means of communication which the authorities could monitor.
Asthe Syrian protests spread, information gathered through
online surveillance played a key role in the arrest and torture of

dissidents.>

In 2012, Ai Weiwei, a prominent Chinese dissident, mocked the
ongoing surveillance against him by setting up webcams in his
office and bedroom to provide his own continuous live webfeed,
although the website was shut down almost immediately by the
Chinese authorities.

Although the targeting of journalists and activists is most acute
in the developing world, there have been allegations that the
Five Eyes programme targeted human rights organisations such
as Amnesty International and Human Rights Watch.> There
are also indications that the NSA's surveillance apparatus, along
with the Obama administration’s zealousness in prosecuting
whistleblowers, has chilled the ability of journalists to speak to
sources in the United States. According to a report on shifting

attitudes, one journalist was quoted as saying:

I'worry now about calling somebody because the contact can be
found out through a check of phone records or e-mails... It leaves
a digital trail that makes it easier for the government to monitor
those contacts.”

Another journalist in the same report said:

There is greater concern that their communications are being
monitored—office phones, e-mail systems. I have to resort to
personal e-mail or face to face, even for things I would consider
routine.
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International Human Rights
Standards And Digital
Surveillance

THE RIGHT TO PRIVACY

The debate about mass surveillance of the internet
engages fundamental human rights, most obviously
the right to privacy, which is critical to human dignity
and individual autonomy. The ability to maintain
privacy is important to both social interactions and
interactions with the State. Although privacy is
difficult to define comprehensively, it is recognised
that it covers communications as well as other
matters in relation to which people have a reasonable
expectation of privacy.*®

B _

International Human Rights Law

The cornerstone of modern human rights is the Universal
Declaration of Human Rights (UDHR), which was adopted as a
resolution of the UN General Assembly in 1948. Although UN
resolutions are generally not legally binding on States, at least
parts of the UDHR are broadly recognised as having gained legal
force as customary international law, with the result that they
are legally binding on all States. The rights contained within the
UDHR were enshrined in two international conventions which
were drawn up in 1966: the International Covenant on Civil and
Political Rights (ICCPR) and the International Covenant on Economic,
Social and Cultural Rights. Similar standards are also reflected in

several regional human rights treaties.

S —
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The importance of the right to privacy is recognised in the
Universal Declaration of Human Rights (UDHR):

Article 12

No one shall be subjected to arbitrary interference with his
privacy, family, home or correspondence, nor to attacks upon his
honour and reputation. Everyone has the right to the protection
of the law against such interference or attacks.”

Parts of the UDHR, including the right to privacy, are broadly
accepted as constituting customary international law, meaning
that they are legally binding on all States. The right to privacy
is also guaranteed by the International Covenant on Civil and
Political Rights (ICCPR):

Article 17

1. No one shall be subjected to arbitrary or unlawful interference
with his privacy, family, home or correspondence, nor to unlawful
attacks on his honour and reputation.

2. Everyone has the right to the protection of the law against such
interference or attacks.®®

_ . . E—

Customary International Law

In contrast to treaties, which are only binding on those States that
chose to ratify them, customary international law, which arises from
established State practice, is universally binding. The basic idea here
is that some principles are so universally recognised that, even in the
absence of a specific treaty or other written statement, they may be

considered to be binding upon all States.

A good example of customary international law is the rules
pertaining to the seas, especially before they were codified in 1982
in the Convention on the Law of the Sea. Prior to that, rules relating
to economic exploitation of the seas, travel and so on, which were
central to important parts of human commerce, were all widely
respected as matters of customary international law.

e
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As of March 2014, there were 167 State parties to the ICCPR,
including all of the Five Eyes countries. The right to privacy is
also recognised in over 100 national constitutions, as well as in
regional human rights instruments, which are legally binding on
their signatories. For example, the American Convention on Human

Rights states:
Article 11. Right to Privacy

1. Everyone has the right to have his honor respected and his
dignity recognized.

2. No one may be the object of arbitrary or abusive interference
with his private life, his family, his home, or his correspondence,
or of unlawful attacks on his honor or reputation.

3. Everyone has the right to the protection of the law against such
interference or attacks.®

The European Convention on Human Rights protects the right to

privacy along similar lines:
Atrticle 8 - Right to respect for private and family life

1. Everyone has the right to respect for his private and family life,
his home and his correspondence.

2. There shall be no interference by a public authority with the
exercise of this right except such as is in accordance with the

law and is necessary in a democratic society in the interests of
national security, public safety or the economic well-being of the
country, for the prevention of disorder or crime, for the protection
of health or morals, or for the protection of the rights and
freedoms of others.

The European Court of Human Rights (ECHR), the international
body charged with interpreting the European Convention on
Human Rights, has set out a relatively clear approach to assessing
the legitimacy of interferences with the right to privacy in its case
law. In order to be legitimate, an interference must be authorised
by law and be carried out in accordance with that law. It must also
be necessary in a democratic society which means, among other
things, that the interference corresponds to a pressing social need

and is proportionate to the legitimate aim pursued.
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Currently, there is a case before the ECHR which alleges that the
UK’s role in the Five Eyes surveillance programme is a violation of
Article 8, guaranteeing privacy.®?

In previous cases, the ECHR has stressed that surveillance
programmes must strictly meet the requirement that interferences
with privacy should be “in accordance with the law”. This means,
among other things, that the legal rules authorising surveillance
activities should be accessible and make clear the circumstances in

which surveillance might be engaged:

[T]here must be a measure of legal protection in domestic law
against arbitrary interferences by public authorities with the
rights safeguarded by paragraph 1. Especially where a power of
the executive is exercised in secret, the risks of arbitrariness are
evident... the law must be sufficiently clear in its terms to give
citizens an adequate indication as to the circumstances in which
and the conditions on which public authorities are empowered to
resort to this secret and potentially dangerous interference with
the right to respect for private life and correspondence.®

Given their nature, it is hard to believe that the Court will accept
that the legal basis for the surveillance programmes revealed by
Snowden meets the standard of being accessible and foreseeable.
This is corroborated by the scale and nature of the reaction to the
revelations, in the UK as elsewhere, which demonstrates that even
careful security watchers were not aware that these activities were
taking place, let alone that they were foreseeable. It is also worth
noting that the Regulatory of Investigatory Power Act 2000, from
which the GCHQ derives its surveillance powers, is notoriously
broad and flexible, which is exactly the sort of provision that the
European Court might find fails to meet the required standard of
being “in accordance with the law”.*

At the same time, the ECHR has tended to give States some latitude
in determining whether their national security programmes meet
the standards of necessity and proportionality:
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By reason of their direct and continuous contact with the pressing
needs of the moment, the national authorities are in principle in a
better position than the international judge to decide both on the
presence of such an emergency and on the nature and scope of
derogations necessary to avert it.®>

It is important to note that, although the ECHR has relatively well-
developed standards regarding privacy, international standards in
this area are significantly less developed, and the legal provisions are

correspondingly less clear.

PRIVACY AND FREEDOM OF EXPRESSION

In addition to its importance as a human right, privacy is vital for
the fulfilment of other fundamental human rights, notably the
right to freedom of expression. Control over one’s communications,
including over who has access to them, is a key element of
expression. Studies have shown that perceptions of control lead to
franker and more extensive communications, while a loss of control
leaves people feeling less free to engage earnestly.®® The nexus
between privacy and freedom of expression has been noted by the
UN Special Rapporteur on Freedom of Opinion and Expression:

States cannot ensure that individuals are able to freely seek and
receive information or express themselves without respecting,
protecting and promoting their right to privacy.... Without adequate
legislation and legal standards to ensure the privacy, security and
anonymity of communications, journalists, human rights defenders
and whistleblowers, for example, cannot be assured that their
communications will not be subject to States’ scrutiny.”

The importance of anonymity to online expression was also
recognised in the Council of Europe Declaration on Freedom of
Communication:

In order to ensure protection against online surveillance and to
enhance the free expression of information and ideas (...) States
should respect the will of users of the Internet not to disclose their
identity.¢®
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Perceptions of control lead to franker
and more extensive communications,
while a loss of control leaves people
feeling less free to engage earnestly.

In this context, it is important to note that not only laws but also
policies and even indirect actions which exert a chilling effect on
free speech represent interferences with freedom of expression.
This is explicitly recognised in Article 13(3) of the American
Convention on Human Rights:

The right of expression may not be restricted by indirect methods
or means, such as the abuse of government or private controls over
newsprint, radio broadcasting frequencies, or equipment used in
the dissemination of information, or by any other means tending to
impede the communication and circulation of ideas and opinions.*’

The link to freedom of expression, which is particularly relevant in
the context of surveillance of communications data, is important
because the test for restrictions on freedom of expression under
international law is clear and well established, and requires States
to meet a similar three-part test to that applied by the European
Court in the context of privacy. First, the restriction must be
provided by law or imposed in conformity with the law, which is
arguably similar to the requirement of legality for restrictions on
privacy in Article 17 of the ICCPR. Second, the restriction must
pursue one of the legitimate aims listed in Article 19(3) of the ICCPR,
namely respect for the rights and reputations of others, or the
protection of national security, public order (ordre public), or public
health or morals. Third, the restriction must be necessary to secure
the aim, which also incorporates a proportionality element.
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HUMAN RIGHTS AND THE INTERNET

With the rise of the internet, the application of human rights,
including the right to privacy, to digital contexts is increasingly
being explicitly affirmed, although it also flows naturally from
general principles of human rights law. For example, in June 2012,
the UN Human Rights Council stated: “[T]he same rights that
people have offline must also be protected online, in particular
freedom of expression”’® The UN General Assembly adopted a
resolution in November 2013, which similarly affirmed “that the
same rights that people have offline must also be protected online,

including the right to privacy””*

In the context of surveillance, the expansion of the internet

and digital communications has been a game-changer. This was
recognised as early as 2002 in the Inter-American Commission on
Human Rights’ Report on Terrorism and Human Rights:

Advances in modern technology have rendered certain forms
of communication, such as cellular telephones and electronic
mail, particularly susceptible to improper surveillance by state
authorities. It has been recognized in this regard that individuals
may have vital privacy interests in personal information gathered
by the state concerning their status or activities. States are
therefore required to conduct their initiatives in this regard in
compliance with prevailing norms and principles governing the
right to privacy. This encompasses ensuring that the collection
and use of personal information, including any limitations upon
the right of the person concerned to access that information, is
clearly authorized by law so as to protect the person concerned
against arbitrary or abusive interference with privacy interests,
and accordingly that judicial supervision is available to guard
against abuses of these legal requirements. [references omitted]’?

Martin Scheinin, formerly the United Nations Special
Rapporteur on the promotion and protection of human rights
and fundamental freedoms while countering terrorism, noted in
his 2009 report that the right to privacy was being violated by
ongoing signal intelligence collection efforts.”
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In his 2013 report, Frank la Rue, United Nations Special Rapporteur
on the promotion and protection of freedom of expression and
opinion noted:
Inadequate national legal frameworks create a fertile ground for
arbitrary and unlawful infringements of the right to privacy in

communications and, consequently, also threaten the protection of
the right to freedom of opinion and expression.”*

Public concern about this issue has increased significantly in

the aftermath of the Snowden revelations. In June 2013, two
international rapporteurs on freedom of expression - at the United
Nations (UN) and the Organization of American States (OAS) -
issued a Joint Declaration on Surveillance Programs and their
Impact on Freedom of Expression.”” The Joint Declaration noted
that, while the protection of national security could in exceptional
cases justify the surveillance of private communications, “given
the dynamic character of the Internet and of communications
technology in general, this type of surveillance may constitute a
particularly invasive act that seriously affects the right to privacy
and freedom of thought and expression.” The Joint Declaration
also noted a pressing need for new regulations to govern the digital
surveillance programmes which are operated by law enforcement
agencies in countries around the world. The Declaration
specifically called for these programmes to be subject to due process
guarantees and judicial oversight, and to respect the principle of

proportionality.

Navi Pillay, the UN High Commissioner for Human Rights,

has also warned of the human rights implications of mass
surveillance programmes, and noted that States needed to update
their legislation to take into account changes to the surveillance
landscape brought about digitisation.” Ms. Pillay has also noted:

Modern technologies are transforming the way we do human rights
work. In 1993, the World Wide Web was just four years old, and

its future use and reach could barely have been imagined, nor how
fundamentally the Internet would affect our lives. Together with
social media and IT innovations, these technologies are dramatically
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improving real-time communications and information-sharing.
They are also magnifying the voice of human rights defenders,
shining a light on abuses, and mobilizing support for various causes
in many parts of the world.

But we have also seen how new technologies are facilitating the
violation of human rights, with chilling 21st Century efficiency.
In breach of international law, mass electronic surveillance and
data collection are threatening both individual rights, and the free
functioning of a vibrant civil society.”

Around the world, civil society has also been highly vocal

about the problems with mass surveillance. Among the most
prominent campaigns has been the International Principles on the
Application of Human Rights to Communications Surveillance
(the International Principles).”® Although these principles are not
legally binding per se, they are significant inasmuch as they help
contribute to the development of international human rights

standards.

International standards relating to
restrictions on privacy
but there is a robust test for
interferences with freedom
of expression

The fact that digital surveillance programmes have elicited such
a negative reaction from across the human rights community
strongly suggests that there is a serious problem with how these
activities are being carried out. At the same time, international
standards relating to restrictions on privacy as protected in
Article 17 of the ICCPR are relatively sparse. There is, however, a
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robust test for interferences with freedom of expression and, as
noted above, it is firmly established that surveillance constitutes a
dual interference with privacy and freedom of expression.

By considering the issue from a freedom of expression
perspective, it is possible to arrive at a set of international
standards for assessing whether a surveillance framework is
legitimate. At the core of this are the requirements that any
surveillance framework be clearly enumerated in law, pursue
a legitimate aim, and be necessary and proportional to the
achievement of that aim. The following section discusses the
practical implications of this standard.

STANDARDS FOR LEGITIMATE
SURVEILLANCE: CLEAR LEGAL
DEFINITIONS

The first key principle is to ensure that the parameters governing
surveillance activities are clearly spelled out in law. This derives
directly from the requirement that restrictions on both privacy
and freedom of expression must be “in accordance with the law”

or “provided by law”. This requirement implies not only that

there is a legal rule justifying the restriction, but also that the

legal rule is clear and accessible. Vaguely drafted restrictions

may be interpreted in a range of different ways, which gives the
authorities an unacceptable level of discretion in applying the rules
and which may lead to applications of the restriction which do not
correspond to the intended purpose of the authorising rule or to the
legitimate aim sought to be protected. Vague rules also fail to give
those subject to the law adequate notice of when the rule may be
acted on (i.e. surveillance commenced). As a result, they exert an
unacceptable chilling effect on privacy and freedom of expression
as individuals steer well clear of the potential zone of application

to avoid censure. As the Human Rights Committee has stated, in a

General Comment on freedom of expression:
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For the purposes of paragraph 3, a norm, to be characterized as

a “law”, must be formulated with sufficient precision to enable

an individual to regulate his or her conduct accordingly and it
must be made accessible to the public. A law may not confer
unfettered discretion for the restriction of freedom of expression
on those charged with its execution. Laws must provide sufficient
guidance to those charged with their execution to enable them

to ascertain what sorts of expression are properly restricted and
what sorts are not.””

In the digital era, it is not enough to rely on rules designed for an
offline world. As the June 2013 Joint Declaration of the special
rapporteurs on freedom of expression makes clear, the changes
wrought by digitalisation mean that new rules need to be adopted
which are tailored to the new surveillance possibilities that have

been created.

There are, of course, legitimate operational reasons why the
specifics about a particular ongoing surveillance activity cannot
be made public, but this is not the same as secrecy around the
legal framework for such actions. Absent clear rules, those tasked
with conducting surveillance will naturally tend to expand the
scope of their operations and powers. To meet these conditions,
any law authorising surveillance should detail the circumstances
in which surveillance activities may be undertaken, i.e. what
triggers the power of an agency to initiate a surveillance activity,
the required conditions for authorisation of that activity,

and exactly what can and cannot be done in the context of a

surveillance operation.

These standards are reflected in Principle 10E of the Tshwane
Principles on National Security and the Right to Information, the
leading statement on how to balance national security needs with
transparency. The Principles were drafted by a broad coalition

of civil society and academic experts and have been endorsed by
the four special international mandates on freedom of expression
(at the UN, the OAS, the OSCE and the ACHPR). The first clause of
Principle 10E. Surveillance, states:
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(1) The overall legal framework concerning surveillance of all
kinds, as well as the procedures to be followed for authorizing
surveillance, selecting targets of surveillance, and using, sharing,
storing, and destroying intercepted material, should be accessible
to the public.

This principle is also reflected in paragraph 8 of the Joint
Declaration by the special rapporteurs, which states:

In keeping with this, states must guarantee that the interception,
collection and use of personal information, including all
limitations on the right of the affected person to access this
information, be clearly authorized by law in order to protect
them from arbitrary or abusive interference with their private
interests. The law must establish limits with regard to the nature,
scope and duration of these types of measures; the reasons for
ordering them; the authorities with power to authorize, execute
and monitor them; and the legal mechanisms by which they may
be challenged.

Legislation which enables surveillance should also define clearly
the scope of activities which are covered. For example, Section

4 of the Australian Security Intelligence Organisation Act 1979,
defines “security” as:

(a) the protection of, and of the people of, the Commonwealth and
the several States and Territories from:

(i) espionage;

(i) sabotage;

(iii) politically motivated violence;

(iv) promotion of communal violence;

(v) attacks on Australia’s defence system; or

(vi) acts of foreign interference;

whether directed from, or committed within, Australia or not; and

(aa) the protection of Australia’s territorial and border integrity
from serious threats; and

(b) the carrying out of Australia’s responsibilities to any
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foreign country in relation to a matter mentioned in any of the
subparagraphs of paragraph (a) or the matter mentioned in
paragraph (aa).&°

This clear definition ensures that surveillance activities by the
Security Intelligence Organisation are authorised only in relation
to genuine national security matters, fulfilling the requirement
that restrictions on privacy and freedom of expression pursue a
legitimate aim.

As much information as possible

should be set out in its
enabling legislation.

A clear statement of purpose also helps to combat the threat of
“mission creep’, a natural tendency to expand the purview of a
powerful agency or programme. The apparent use of Five Eyes
resources to investigate Kim Dotcom for copyright offences and
to carry out acts of economic espionage, are examples of this.
Likewise, there is no conceivable national security justification for
monitoring Human Rights Watch or Amnesty International.

Beyond a clear definition as to the scope of operations, as much
information as possible about the powers of an agency which
conducts surveillance should be set out in its enabling legislation.
For example, Articles 25-37 of the Act on the Security Intelligence
System of the Republic of Croatia contain a reasonably detailed

description of the agency’s powers and competencies.®

Better practice is also to subject surveillance activities to a
general duty to protect human rights. For example, Brazil's Law
9,883 states that the “Brazilian Intelligence System is founded
on the preservation of national sovereignty, the defense of the
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democratic rule of law and human dignity, and shall comply
with and preserve the individual rights and guarantees

and other provisions of the Federal Constitution, treaties,
conventions, international agreements and adjustments in the
Federative Republic of Brazil is a party or signatory, and ordinary

legislation.”®?

STANDARDS FOR LEGITIMATE
SURVEILLANCE: TRANSPARENCY
AND THE RIGHT TO INFORMATION

There is unquestionably a legitimate need to maintain some secrecy
in relation to surveillance activities. It would, for example, clearly
be unreasonable to expect surveillance agencies to release the
names of active surveillance targets. At the same time, in order to
facilitate a robust public debate on whether the authorities have
struck an appropriate balance between privacy and security,

clear legal rules must be accompanied by transparency in their
application. Although the Snowden leaks have been widely
criticised by the intelligence establishment, the journalists involved
have carefully vetted the information that has been released,
taking into account its potential to harm the ability of the agencies
in question to operate. This is part of the reason why the revelations

are being released at a relatively slow pace.

Clear legal rules must
be accompanied
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This is clearly reflected in the Tshwane Principles on National

Security and the Right to Information:

Principle 10E. Surveillance

(2) The public should also have access to information about
entities authorized to conduct surveillance, and statistics about
the use of such surveillance.

(8) In addition, the public should be fully informed of the fact

of any illegal surveillance. Information about such surveillance
should be disclosed to the maximum extent without violating the
privacy rights of those who were subject to surveillance.

(4) These Principles address the right of the public to access
information and are without prejudice to the additional
substantive and procedural rights of individuals who have been,
or believe that they may have been, subject to surveillance.

(5) The high presumptions in favor of disclosure recognized by
this Principle do not apply in respect of information that relates
solely to surveillance of the activities of foreign governments.

In other words, while it may be legitimate to withhold
information about specific cases or investigations, information
about bodies that conduct surveillance activities, along with
statistical or aggregated information about those activities

such as the total number of surveillance targets, should be

made available. It is important to publish information about a
surveillance organisation’s hierarchy, structure and decision-
making apparatus, including the results of any assessments as to
the privacy or human rights implications of their work. Although
there may be a need to redact certain information within these
documents, severing out specific sentences or names should be
seen as preferable to withholding entire documents. As with
other organs of government, good practice also mandates the
publication of completed access to information requests and
detailed budget information.



a5

The Tshwane Principles particularly emphasise the importance
of maximum disclosure in relation to any illegal surveillance,
reflecting the heightened public interest in rooting out abusive

behaviour.

The Joint Declaration by the special rapporteurs also addresses
the issue of transparency, stating, in paragraph 12:

... states should, at the very least, make public information
regarding the regulatory framework of surveillance programs;
the entities in charge of their implementation and oversight; the
procedures for authorizing, choosing targets, and using the data
collected; and the use of these techniques, including aggregate
information on their scope.

The need for disclosure of information which would not directly
undermine the objectives of surveillance activities also flows
from the right to information (RTI), a human right which is
derived from the right to freedom of expression.®®* Core RTI
principles establish a presumption in favour of the release of all
information held by public authorities. As organs of the State,

all intelligence agencies should be subject to RTI obligations, as
should independent contractors retained to fulfil intelligence
functions. For example, Rwanda’s Law N° 04/2013 Relating to

Access to Information applies to all public authorities, defined as:
Article 2(5)

public organ: administrative entity established by the Constitution
or any other Laws or any other organ that uses money from the
national budget or any money originating from tax revenues as
provided by the Law;%

Similarly, Slovenia’s Access to Public Information Act provides:
Art1(1)

This Act governs the procedure which ensures everyone free
access to and re-use of public information held by state bodies,
local government bodies, public agencies, public funds and other
entities of public law, public powers holders and public service
contractors (hereinafter referred to as “the bodies”).®>
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This right of access should be limited only to protect recognised
interests, which do include national security. However,
international standards mandate that information should only
be withheld if its disclosure would cause substantial harm to

a protected interest, and that harm is greater than the public
interest in disclosure. A good example of this balance can be

found in Nicaragua’s Law on Access to Public Information:
Article7
Principle of a harm test:

Guarantees that the authority to determine that information
is restricted must be based on and motivated by the following
elements:

a) The information must fall within a recognised exception spelled
out in this law

b) The release of the information will harm the public protected
interest in the law.

¢) The harm that could result from the release of the information
is greater than the public interest in knowing the relevant
information.®

This suggests that information about a surveillance action should
normally be provided after it is finished and that any refusal to

provide such information would be difficult to justify.

Where human rights have been or are being infringed, there
is a very high public interest in favour of releasing relevant

information. As Principle 10A(1) of the Tshwane Principles states:

There is an overriding public interest in disclosure of information
regarding gross violations of human rights or serious violations
of international humanitarian law, including crimes under
international law, and systematic or widespread violations of the
rights to personal liberty and security. Such information may not
be withheld on national security grounds in any circumstances.
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STANDARDS FOR LEGITIMATE
SURVEILLANCE: OVERSIGHT

Proper oversight is necessary wherever State power is exercised
and thisis particularly important where human rights are being
restricted. As Navi Pillay, the UN High Commissioner for Human
Rights, put it, “internal safeguards without independent, external
monitoring are ineffective against the abuse of surveillance
methods.”®”

The need for independent institutional oversight over surveillance
activities is reinforced by the fact that surveillance, almost by
definition, takes place in secret and that there are, as a result,
limitations on what information can be made public. As paragraph

9 of the Joint Declaration of the special rapporteurs notes, in part:

The collection of this information shall be monitored by an
independent oversight body and governed by sufficient due process
guarantees and judicial oversight, within the limitations permissible
in a democratic society.

Since a core goal of oversight is to ensure accountability, it is vital
that the mechanisms of oversight should be precisely spelled out in
law. There should be a clear chain of oversight linking the agents
carrying out the surveillance to elected representatives in order

to avoid plausible deniability if widespread abuses take place. A
good example here is Article 11 of Hungary'’s Act 125 of 1995 on the
National Security Services, which spells out the oversight duties

of the Minister of National Defence.® Similarly, where oversight is
carried out by a non-elected body;, it should be required to report
back to an elected representative regularly. It is worth noting that
this reporting function may also play a useful role in assessing the
agency’s performance and management of public resources, in

order to improve efficacy and efficiency.

While ultimate accountability to elected representatives is
imperative, a strong system will also include one or more
specialised administrative oversight bodies. If oversight is the
purview of multiple organs, responsibility should be divided
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along thematic lines rather than having each agency monitored
by a different oversight structure. Oftentimes, the sum total of a
surveillance system can be far more invasive when considered as
a whole as opposed to being broken down into component parts.
Ideally, compartmentalised oversight will be complemented by at

least one agency with overall responsibility.

The ability to access relevant information is critical to effective
oversight. For example, Section 7(8)(a) of South Africa’s Intelligence
Services Oversight Act grants the Inspector-General “access to
any intelligence, information or premises under the control of

any Service if such access is required by the Inspector-General

for the performance of his or her functions, and he or she shall

be entitled to demand from the Head of the Service in question
and its employees such intelligence, information, reports and
explanations as the Inspector-General may deem necessary for

the performance of his or her functions”®

The independence of oversight bodies, both from intelligence
agencies and from the executive, is crucial. Different States handle
this task through a variety of mechanisms which can include
courts, parliamentary oversight bodies, specialised administrative
oversight bodies and civil society groups. In his 2009 report,

the United Nations Special Rapporteur on the promotion and
protection of human rights and fundamental freedoms while
countering terrorism pointed to the Norwegian model of

oversight as being particularly strong:

[I]t has an explicit human rights purpose, namely “to ascertain
and prevent any exercise of injustice against any person” and to
“ensure that activities are kept within the framework of statute
law, administrative or military directives and non-statutory law”.
Furthermore, the parliamentary oversight committee is composed
of seven members, who are appointed by Parliament but who don’t
necessarily have political affiliations. In this way the committee
cannot be abused for party political games, a high level of expertise
is guaranteed and the credibility of the expert-members is assured.
The members are supported by a secretariat of three lawyers and
one secretary who all have security clearance. The members have
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the power to compel the production of evidence to the committee
concerning all matters experienced in the course of their duties. In
pursuing its duties, the committee has access to the archives and
registers, premises, and installations of all branches of the executive
and the intelligence agency. [references omitted]°

Since surveillance is always an interference with privacy, a
measure of judicial oversight is also necessary. Judicial oversight
should always be available to challenge alleged breaches of the

rules after they have happened.

Independent prior approval of surveillance activities is also an
important safeguard against abuse and is required as a default,
albeit with exceptions, in many countries. The International
Principles, for example, call for a competent judicial authority to
approve any surveillance targets.

STANDARDS FOR LEGITIMATE
SURVEILLANCE: ONLY NECESSARY
INTRUSIONS

The necessity standard lies at the core of discussions over whether
surveillance practices are appropriate. “Necessity” is generally
understood as meaning, among other things, that an activity is
the only means of securing a legitimate objective or, where there

are multiple means, that it is the least intrusive one.

This standard is explicitly built into Article 33(2) of the Act on the
Security Intelligence System of the Republic of Croatia:

The measures of secret information collection, which temporarily
restrict certain constitutional human rights and basic freedoms,
may be applied if the information can not be obtained in any
other way or the collection thereof is linked with disproportionate
difficulties. In cases where choice between several different
measures of secret information collection is possible, the one less
invasive to constitutionally protected human rights and basic
freedoms shall be applied.’*
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Proportionality, another component of necessity, involves
weighing the harm done to rights through surveillance practices,
which can often be subtle and indirect, against the benefits

of the practice in terms of bolstering security or public order.

The chilling effect of surveillance on expression or on people’s
willingness to use a particular platform is real and should be
taken seriously. Although the chilling effect can be difficult to
measure, there is evidence for the proposition that degrading
anonymity harms online speech. For example, when Tech
Crunch, a popular web forum for the discussion of technology
products, changed its format to one which required users to
attach their real name to any comments left, they found that

the site, which had been known for hosting blistering criticism
of sub-standard products, lost its scathingly honest character.
Tech Crunch eventually reversed the move, with a plea for the
commenters to come back?? Early research results suggest that,
in the aftermath of the Snowden disclosures, searches on Google
using privacy sensitive terms fell in the USA, UK and Canada.?® It
is worth noting that in other countries studied, notably Germany,
South Korea and Saudi Arabia, this trend did not hold.

There is little question that bulk surveillance programmes

along the lines of those revealed by the Snowden leaks raise
serious concerns in terms of respect for privacy and freedom of
expression. The revelations about the Five Eyes programmes have
done more to undermine confidence in the security of the internet

as a forum for expression than any other single event.

At the same time, serious questions have been raised over the
benefits of blanket surveillance as well as the costs, in terms of
diverting security agencies’ time and attention. The failures of
intelligence agencies to intercept the Boston Marathon bombers in
2013 and the attempted Christmas Day bombing by Umar Farouk
Abdulmutallab are viewed by some as indicative of a misplaced
focus on bulk surveillance to the detriment of traditional law
enforcement methods. In both of those cases security agencies
had received specific warnings about the attacks.” Hindsight

is always twenty-twenty, and it is not completely fair to judge
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the NSA’s prioritisation decisions by its failure to follow up on
two specific cases. At the same time, there have been very few
concrete success stories from bulk data collection programmes.”

It is worth noting that China suffers from regular terrorist
incidents, most recently on 1 March 2014 when 29 people were
killed and a further 143 injured in an attack on a train station in
Kunming, Yunnan.” In 2013 there were fatal attacks in Lukqun,”
Taiyuan” and in Tiananmen Square in Beijing.”” Of course, the
fact that terror attacks continue to take place does not prove

that China’s web surveillance has been ineffective, since it is
impossible to know whether other potential attacks were stopped.
However, these attacks demonstrate that, even with an incredibly

invasive surveillance system, serious security risks remain.

There have been very few concrete
success stories

Although less intrusive than the Five Eyes programmes, bulk
data retention schemes also raise serious proportionality
concerns due to their untargeted nature, as was noted by the ECJ
in their ruling invalidating the Data Retention Directive. Despite
the fact that the bulk of the information remains in private
hands, these programmes nonetheless represent a loss of control
over communications. There is also a risk that these databases
could be hacked. In July 2012, when the Australian government
announced that it was considering proposals to require Australian
ISPs to retain data from their users, the Anonymous hacker
network responded by promptly breaking into the database of a
major ISP1©
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The necessity standard suggests that the untargeted approach
taken in many existing surveillance schemes may be illegitimate
and that, instead, States are required to adopt a more directed
approach based on a specific risk of harm. This would include a
requirement that a serious crime had been committed or a degree
of probability that one is likely to be committed, along with some
nexus between the surveillance and the gathering of evidence

regarding that crime.

Encryption

Attempts to undermine encryption techniques are very difficult
to justify in terms of the proportionality test. The interest of this
to security agencies is obvious; strong encryption systems are an
effective tool for cyber-criminals or terrorists to avoid detection
and capture. However, building weaknesses into the security
systems of commonly used devices or deliberately inserting
weak algorithms into encryption software poses serious risks to
the integrity of these devices and the internet as a whole. While
these approaches may be designed to allow access by security
agencies, it is only a matter of time before they will be discovered
by hackers. In a presentation on 30 December 2013, Jacob
Appelbaum, a security researcher with access to the files leaked
by Edward Snowden, congratulated two security researchers at
the conference for having independently found a backdoor that
the NSA had ordered to be built into certain computer systems.'**
Appelbaum noted that, for every security researcher whose
work focused on finding and correcting vulnerabilities, there
are hundreds of full time hackers working to find security holes,
often for nefarious purposes. In other words, these programmes
make everyone vulnerable, increasing the threat of cybercrime
and eroding confidence in the security of the internet and digital

technologies more broadly.
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For every security researcher

there are hundreds of hackers.

The scope for harm was clearly demonstrated by the discovery,

in April 2014, of weaknesses in the OpenSSL protocol, dubbed

the Heartbleed bug, which led to major disruptions of internet
processes around the world. For example, according to the Canada
Revenue Agency (CRA), at least 900 Canadians had their personal
information stolen as they attempted to file their taxes online.?
The CRA was forced to shut down its filing system temporarily
during peak tax season as a result of the bug. There have been
allegations that the NSA had known about the Heartbleed bug for
years, and had exploited it to harvest passwords and other private
information.!® Though these allegations have been strenuously
denied by the US government, it is worth noting that current policy,
revised in January 2014, maintains that flaws which the NSA
discovers in software can be kept secret if there is “a clear national
security or law enforcement” use.!** In other words, regardless of
whether the NSA had advance knowledge of this particular bug, it
is precisely the type of flaw which their policy suggests that they

would keep secret, to exploit for their own purposes.






CHAPTER 3:
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Emerging Debates And Activism

Concerns about the extent of online surveillance
and its impact on privacy and freedom of expression
did not begin with Edward Snowden. However,
there is no question that the Snowden disclosures
have reshaped the conversation around surveillance
and drawn an enormous amount of attention to

the issue. Along with State actors and the private
sector, civil society has an important role to play in
these debates as they unfold. This Chapter examines
some of the more important current debates around
surveillance in more detail, as well as the scope for
civil society involvement in impacting change.

A GLOBAL UNDERSTANDING OF DIGITAL
RIGHTS

Although it has long been recognised that basic human rights,

such as freedom of expression and privacy, apply to online
communications, the transition has been conceptually tricky. The
online world has its own unique culture, which does not always align

with the human rights standards developed in an offline context.

The Snowden leaks have raised serious questions about respect for
human rights on the internet in the developed, democratic world,
where a significant number of internet users are based. Citizens

of the United States and Europe had become inured to stories of
censorship in China or Iran and took it for granted that threats

to core human rights were a problem that happens “over there”.
The revelation that the Five Eyes governments are behind the
world’s most pervasive global surveillance apparatus has forced

a reconsideration of the accepted narrative that issues of internet
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freedom are black and white, and pit open and progressive States

against closed and repressive ones.

At the very least, this requires a shift in advocacy strategies.
Where previously activist organisations in the developed world
would focus on providing support and capacity building to their
developing world counter-parts on the “front lines”, the internet
has globalised problematic domestic practices. China’s Great
Firewall not only hurts Chinese internet users, it hurts everyone
on the internet by limiting their ability to interact with people in
China. The NSA’s surveillance practices are ostensibly only targeted
at non-US citizens, but by chilling speech on the internet they
damage the medium for people in the US as much as anyone else.

“Citizens of the United States and
Europe
were a problem
that happens “over there”.

The cooperation agreements between intelligence agencies
spelled out in Chapter 1 amply illustrate the problem with
applying pre-digital understandings of jurisdiction to an online
context. It is a simple enough matter for the GCHQ to outsource
surveillance of Britons to, for example, Canada’s CSE, and vice
versa. But these problems also illustrate a more fundamental
way in which historical understandings of human rights are
themselves outdated in a digital world. While human rights have
traditionally been understood to apply to how States treat their
citizens and others falling within their jurisdiction, this fails to
account for the drastic global impact that a single State’s internet
policies can have. In an online world, States must increasingly

take responsibility for the extra-territorial effect of their actions.
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Getting involved

On 12 March 2014, the 25" anniversary of when Sir Tim Berners-
Lee first proposed the creation of the world wide web, the British
scientist announced that the World Wide Web Consortium
would be launching a campaign for an Internet Bill of Rights.105
Although it was announced with great fanfare, this is not a new
idea. The Internet Rights and Principles Coalition has already
developed a Charter of Human Rights and Principles for the
Internet.106 And the Internet Rights Charter, by the Association
for Progressive Communications, was released as far back as
200617

It will, of course, be a major challenge to try to get a binding
document on internet rights adopted at the international level.
Understandings of core concepts like privacy vary enormously
from country to country. In Germany, for example, the legacy

of the Nazis and, more recently, the Stasi, the repressive East
German secret police force, is often credited for strong German
antipathy towards invasive surveillance systems. Once one
moves beyond the issue of privacy into more specific surveillance
questions, which are just one of the major issues a new agreement
would need to address, issues of due process, judicial fairness and
the importance of or right to anonymity would also need to be

resolved, a difficult task.

Perhaps in anticipation of this problem, Sir Tim Berners-Lee is
proposing to promote digital rights at the national, rather than

at the international, level. Again, this is not new. Several digital
rights bills have been proposed, most notably Brazil's Internet

Bill of Rights. However, there are drawbacks to this approach.

For example, it is impractical to expect websites to align their
practices with dozens of competing standards for privacy,
tracking, transparency and so on. National approaches will also be
ineffective in limiting the ability of external surveillance agencies

to ply their trade.
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However, there is still value in pursuing digital rights at a national
level. Brazil's “Internet Bill of Rights” is a victory for internet

users everywhere, which will hopefully set an example for more
States to codify human rights on the internet. The We Promise
Campaign, in which European civil society groups have joined
forces to insert digital rights concerns into the 2014 EU Parliament
elections, is another good example of advocacy aimed at a single

legislative body.1%®

However, ultimately national and even continental
understandings must be viewed as a means to the goal of a
unified global understanding of digital rights as cross-cultural
and international concepts. Establishing broadly embraced

and respected principles represents a major challenge for civil
society around the world. Networking, collaborating and sharing
experiences, values and challenges are essential foundational
activities which civil society needs to undertake to lay the
groundwork for building a common global understanding of
digital rights.

Ultimately national and even continental
understandings

of digital rights as cross-
cultural and international concepts.
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STRUCTURAL AND TECHNICAL
IMPLICATIONS FOR THE INTERNET

The Five Eyes surveillance programme has led to a major

loss in confidence in the United States as a force for internet
freedoms. While it is too early to judge the impact this will have
on the internet as a whole, major structural changes are being
considered. In September 2013, following revelations of extensive
surveillance against Brazilian governmental and economic
interests, Brazilian President Dilma Rousseff announced plans
for an undersea fibre-optic cable to connect South America with
Europe, bypassing the need to route traffic through the United
States.'®” Although this would make data collection more difficult
than the current model, under which nearly all communications
from Latin America run through the “Network Access Point of
the Americas” in Miami, some analysts believe the NSA will find
a workaround, pointing to reports that the agency has a nuclear

submarine capable of tapping undersea fibre-optic lines.*

Another scheme, known as “Schengen routing”, has been
championed by Germany, another country whose leadership was
extensively targeted by the NSA. The idea behind this proposal
would be to keep as much traffic on the European mainland
(excluding the United Kingdom) as possible.'* However, this
system also faces doubts as to its efficacy, given that Schengen
countries such as Holland have been known to collaborate closely

with NSA programmes.

Forcing traffic to take a particular
geographic path
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While they may seem like an attractive solution to wary
Brazilians or Germans, schemes which aim to alter the flow of
traffic across the internet have profound implications. Under the
current model, internet routers send information via the cheapest
and fastest route, without regard for national boundaries. There
is no harm to adding new connections, such as Brazil’s proposed
direct link to Europe, but imposing artificial restrictions on how
and where internet traffic can flow would decrease the efficiency
of the system, raising prices and reducing connection speeds.

Moves to reshape the internet’s structure along national or
regional lines also give rise to the threat that the Web will become
balkanised. A great value of the internet is its borderless nature
and its ability to connect users from different cultures. One high
profile example of this was the “Israel Loves Iran” campaign
where, during a time of heightened tension between the two
countries, an Israeli artist encouraged his countrymen to post
positive messages about Iran on a Facebook page. The campaign
went viral and was soon complemented by a parallel “Iran Loves
Israel” campaign.'*? Although it would be naive to think that

the world’s major geopolitical conflicts can be solved through
Facebook campaigns, there is nonetheless tremendous value in
this kind of dialogue and in the internet’s role in bringing together
people from States that are experiencing hostilities towards one
another. Routing changes along the lines proposed by Brazil and
Germany would not themselves have precluded these campaigns
from taking place, but they do represent a move towards imposing
territorial borders on what has hitherto been a largely borderless

medium.

At the moment, countries like China, which impose significant
border controls over internet traffic, are outliers. With the notable
exception of South Korea, which censors pro-North Korean
content, in democratic States the internet remains largely free and
open.!® If traffic restrictions became commonplace, this would
threaten to muddy the waters between States which facilitate free

access to the internet and those which do not.
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Getting involved

Given that proposals to restrict the way that information flows
across the internet are ultimately driven by a desire to protect
human rights, it is not surprising that civil society has played a
key role in this discourse. At the State level, Brazil has been at the
vanguard of a recent push for enhancing digital rights, notably
through its passage in April 2014 of an “Internet Bill of Rights”*4
However, in addition to advocating in favour of the Bill's passage,
civil society played a key role, alongside the private sector, in
convincing the government that proposed requirements for
cloud service providers to store data on Brazilians within Brazil
would be ineffective and counterproductive towards the goal of

safeguarding user privacy.!*®

In other words, civil society has a key role in ensuring that State-
level responses to the Five Eyes surveillance revelations do not
threaten broader freedom of expression interests. Private sector
interests, particularly in the telecommunications industry, can be
important allies in this conversation due to their shared interest
in preserving the efficiency of the current model of routing.¢

INTERNET GOVERNANCE

For years, there has been significant debate around whether
the internet’s governance structure, which is currently
dispersed across a range of actors and institutions, should be
reformed. Many proponents for reform argue that power in the
current system is disproportionately concentrated in US-based
organisations, while others point to the system’s ineffectiveness
in the absence of a single forum where stakeholders can develop
binding international rules on all internet issues. Two main,
overlapping, groups lead the calls for change. On the one hand

anumber of authoritarian governments, reacting to growing
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evidence that the internet is a remarkably effective tool for
citizen mobilisation, are calling for new mechanisms for greater
governmental control. On the other hand, there is a range of
governments, as well as non-governmental stakeholders, who

are dissatisfied with a regime where it is not clear where and

how international internet policy is made, where businesses

can often act without restrictions, and where more powerful
countries set rules that are forced on everyone else. The perceived
lack of fora for addressing a whole array of issues, ranging from
cybersecurity to internet access and surveillance, which has
become a driving concern since the Snowden revelations, mean
that some governments wish to revert to a traditional multilateral

governance framework.

Against these calls for change, the United States and some of

its allies have been vigorously defending the status quo. They
argue that the current regime, lacking centralised governmental
oversight, has contributed to the rapid spread of the internet
across the world and the strong internet culture of freedom of
expression and innovation. This is to some extent true, but the

US has also benefitted disproportionately from the rapid spread

of the internet. Major internet companies are disproportionately
US-based, which means that the US government is able to exercise
additional control over them, as became apparent with Edward

Snowden’s revelations of arbitrary mass-surveillance.

In light of these revelations, however, the status quo position
has become untenable, and change seems inevitable. The
internet governance organisations have become increasingly
assertive about the need to distance themselves from the
United States government. On 7 October 2013, the leaders of
the organisations responsible for coordinating the internet’s
technical infrastructure issued the Montevideo Statement on
the Future of Internet Cooperation, which stressed the need for
“accelerating the globalization of ICANN and IANA functions,
towards an environment in which all stakeholders, including

all governments, participate on an equal footing.” In April 2014
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the Brazilian government, as a direct response to the Snowden
revelations, hosted “Net Mundial’, a multi-stakeholder meeting
on the future of internet governance with the aim of developing
principles for internet governance, and a roadmap for evolving

the internet governance regime.

Although there was some disappointment among civil society
that Net Mundial’s final outcome document failed to adequately
reflect key concerns (including over online surveillance), the
following years will see a range of international meetings which
have the potential to fundamentally alter the way that the
internet is governed at the global level. This includes the forums
where decisions are passed, and the shape of those forums

including whether or not civil society is adequately represented.

Getting involved

What change will look like is far from clear, and reaching
consensus between deeply polarised views seems unlikely in
the short term. This presents an enormous opportunity for civil
society to step into the gap and make positive recommendations
on the way forward. It's an opportunity to hard-bake human
rights and good governance standards - with a clear and
meaningful role for civil society - into all internet governance
mechanisms and processes. As a global medium, it is also vital
that the internet’s governance structures represent the interests
of the developing, as well as the developed, world. On the other
hand, many actors are pushing for less transparent and inclusive
governance structures so civil society must stay vigilant. Civil
society organisations and networks have a unique ability to
present a united and consistent international front in support of
a free and open internet, and against government and private
sector interests working counter to that goal.
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SHIFTING BUSINESS CLIMATES

Another major debate that has grown out of the Snowden leaks
has been over the trustworthiness of US-based technology firms.
In the months since the Snowden leaks, US companies have faced
significant blowback, particularly in Europe and South America.
Market analysts estimate that US companies could lose USD35-180
billion by 2016 as a result of the damage to their reputations.!””
Perhaps unsurprisingly, the threat to their bottom-lines has led

US companies to become prominent supporters of efforts to curb
the data surveillance programmes. Several of the biggest players,
including Microsoft, Google, Yahoo, Facebook, Apple and AOL,
have lobbied in favour of the USA FREEDOM Act, which would
significantly curb the NSA's powers.'® RSA Securities, the firm
which allegedly collaborated to weaken encryption standards,
has called for the NSA to be split into two, dividing their security
branch from their intelligence gathering arm."” It is too early to
tell whether there will be a permanent trend away from US-based
products and services, but the fact that major business interests are
lining up in favour of curbing the intelligence gathering powers

of the NSA is a significant development given the importance of

money in US politics.

Several of the world’s higgest tech
companies
against NSA surveillance.

The backlash against US technology is somewhat ironic given the fact
that, for years, Western companies were seen as a more trustworthy
alternative, given fears of surveillance from Chinese firms. Huawei,

a major telecommunications provider which has faced frequent
accusations of complicity in Chinese espionage, announced in
December 2013 that it would no longer bid for large service contracts

in the United States, stating concerns related to NSA surveillance.'?
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However, it is important to note that concerns about Chinese
technology are legitimate, and that Huawei's move was likely more
about playing up the public relations value of this odd role-reversal
than any real concern about complicity in surveillance.

The main beneficiaries of moves in Europe and South America away
from US technology have been smaller, domestic alternatives in those
regions. An apparently common joke among German tech companies

is that Edward Snowden is the best marketing employee they have.

For some, however, the dramatic loss of confidence in US-products

is an argument for moving to more open source models of software
development. There is an argument that many eyes make safe

code, and that the open nature of programs such as Linux or Firefox
improves their security. There is a counter-argument that the
involvement of hobbyists in developing some open-source programs
and an emphasis on functionality rather than security makes them
less safe on the whole. However, there is no question that open-source

products are far more difficult, although not impossible, to backdoor.!*

Getting involved

Given that open source projects rely on community participation,
this is a clear opportunity for civil society to contribute to making
the internet a more secure place. Although volunteers with coding
skills are most obviously needed, there are a range of participation
options for those without programming skills. For example, Mozilla
relies on volunteers to translate its programs into new languages,
test out software under development to find bugs and assist with
marketing, education and other creative promotional activities.!??
Similarly, anyone with an internet connection can also assist the
Tor project by donating bandwidth.*?* Civil society organisations
can also play a key role in sharing these technologies with activists
or journalists who face a more pressing need for encryption or

anonymisation software.
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TOWARDS AN ENCRYPTED WEB

At a consumer level, there is evidence that the Snowden leaks
have led to an increase in interest in anonymity and security.
Between June 2013, when the Snowden leaks began, and January
2014, the use of anonymous search engines Ixquick and Startpage
almost doubled,'** while usage of the Tor anonymisation tool
tripled over the same period.'?

There has also been increased interest in encryption.'* Microsoft
and Google have both announced significant expansions in their
default use of encryption'” and Brazil's post office is reported to

be developing an encrypted public email program.'?®

Other reactions have been more drastic. In July 2013, it was
reported that Russia’s Federal Guard Service, which oversees
government communications, was purchasing $15,000 worth of
electric typewriters for use in preparing secret documents.'”? An
article in the Economist advised surveillance-wary readers to
remove the batteries on their mobile phone and store them in the
refrigerator when not in use.*

Paranoia is hardly conducive

The internet belongs to everyone and everyone should have a say
in its future direction. Activists and researchers have a key role to
play in unifying understandings of digital rights and in challenging
problematic practices. We hope that this Guide will not only help
you to understand the current debate over surveillance, but will
also inspire you to mobilise and engage, so that users everywhere

will assert their right to a free and open internet.
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Getting involved

Although this level of paranoia is hardly conducive to a free and
open internet, stronger public awareness of online security isa
positive development. In addition to the steps suggested in the
previous section, such as supporting projects that increase security
and sharing information, civil society should lead by example and
take steps to encrypt their own communications as far as possible.
A good first step is to create an HTTPS version of the organisation’s

website.
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Glossary

algﬂr“hm A process or set of rules that a computer follows in order

to complete a calculation.

anonymity The ability to act online without those actions being tied
to your legal identity.

backdoor A method for bypassing the security or authentication
settings in a computer system.

halkaniSEd A non-technical term which is often used to describe
attempts to fragment the internet into national units, for example

Iran’s attempts to build a National Information Network

Chl"lng effect A state of affairs where expression is inhibited,
particularly as a result of the imposition of sanctions on certain
types of expression. Note that this effect tends to be amplified
beyond the prohibited behaviours themselves as users seek to steer

well clear of the line.

c0de A set of instructions for a computer to facilitate a particular
function.

data prﬂtectiﬂn Legal protection for an internet user’s personal
information. At a very general level, these regimes place conditions
on the collection, use and storage of personal data, give certain rights
to the individuals to whom the data relates, and provide for a system

of oversight to ensure respect for the rules and to address breaches.

data retention The preservation of an archive of data. Data
retention mandates, usually imposed upon communications service
providers, require storage of particular types of information about
how their systems have been used and by whom for a particular

period of time.
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distributed denial of service attacks The act of preventing or slowing
access to an internet resource by flooding it with bogus requests.
Attacks are “distributed” in the sense that all these requests purport to

come from different locations, making them hard to block.

economic espiﬂnage Spying which is carried out for commercial

reasons or to obtain a commercial advantage.

encrypﬂﬂn A process of encoding messages so that they can only
be understood by parties holding decryption tools.

eXpIUiT A piece of software that “exploits” a vulnerability in another
piece of software, for example allowing it to be controlled remotely
or used in a distributed denial of service attack.

ﬁhm'ﬂptic cable A cable containing a bundle of glass or plastic fibres
which carry pulses of light used to convey information. They are a
primary means for transporting bulk information over the internet.

filters software that inspects data packets travelling across the
internet infrastructure for key information and blocks or re-routes

traffic containing that content.

five BYES A cooperative surveillance agreement that exists
between spy agencies in Australia, Canada, New Zealand, the UK
and the USA. The Five Eyes agencies also cooperate with other

nations through more limited agreements.

Great Firewall of China colloquial term for the Golden Shield
Project, China’s pervasive State apparatus designed to censor,

monitor and otherwise control domestic use of the internet.

gruund station A terrestrial terminal station designed to receive
communications signals from an extra-terrestrial source, such as a
satellite.
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haCking Bypassing, without authorisation, the security

protections of an information system or network.

HTTPS Hypertext Transfer Protocol Secure. HTTPS is an update
on the underlying protocol used to transmit messages by the

world wide web which makes that communication more secure.

internet GXChaﬂge pﬂim A physical structure where ISPs
interconnect their equipment to facilitate the movement of

information between their networks.

internet service providers (ISP) organisations that provide
access to the internet and (commonly) operate parts of the
network that make it up.

IUS A mobile operating system developed by Apple.

IP Internet Protocol. The code which labels packets of data
sent across the internet, identifying both the sending and the

receiving computers.

Kim Dotcom An internet entrepreneur and hacker who founded
Megaupload, a popular file-hosting website. The website was shut
down by the United States Department of Justice in 2012 and the
owners were charged with criminal copyright infringement. Kim

Dotcom is currently in New Zealand fighting extradition to the US.

malicious software Aiso known as malware, code designed to
compromise someone’s computer.

metadata Literally “data about data”, this term is often applied to

information about web traffic.

network managemem The process of managing a computer

network so as to maximise its security, performance and reliability.
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online behavioural traCking A technique for collecting and
interpreting users’ browsing data to build a profile, especially for

use in advertising.

open source $0ftware the source code of which is made freely

available, allowing users to modify it themselves.

ODEHSSL prUtUCUI An open-source code that creates a secure
connection between a client and a server for transmitting

sensitive data, such as credit card numbers.

PRlSM A mass electronic surveillance system launched by the
United States’ National Security Agency in 2007. It mines data
stored by a range of internet intermediaries.

quantum supercomputer A computer that makes use of
quantum-mechanics to process data much quicker speeds than
normal computers.

rlg ht to information A right found in many jurisdictions which
empowers citizens to access information under the control of

public authorities and, in some instances, private authorities..

FOUTErS A piece of networking hardware that forwards data

packets around a network.

satellite o type of network connection using hardware that
orbits the Earth.

SBI'VerS A computer that hosts content on the internet, such as

emails or websites.

software The programs used by a computer, including those
programs designed to operate and control the computer hardware
(such as the operating system) and applications software (such as

office suites).
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source Cﬂde is the version of software as it is originally written
in plain text readable by humans. A programmer will then
translate it into machine-language format.

Tor A program which uses layered encryption, as well asa
virtual information circuit, to allow users to browse the web
anonymously. “TOR” originally stood for “The Onion Router”.

upstream collection The term used by the United States’
National Security Agency for intercepting internet traffic directly
from major internet cables and switches, rather than through

intermediary companies.

VirUSes Malicious computer code capable of copying itself.
Viruses destroy data or have some other negative effect on their

host computers.

world wide web A system of interlinked files and documents on
the internet, navigated using a web browser (e.g. Mozilla Firefox,

Internet Explorer).
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Further Reading

Association for Progressive Communications A global network
and organisation working on internet access, rights and

governance issues: http://www.apc.org/

Canadian Privacy Law Blog Privacy blog with an emphasis on
digital issues operated by David Fraser, a Canadian lawyer: http://
blog privacylawyer.ca

Centre for Democracy and Technology A US-based NGO that
focuses on digital rights: http./www.cdt.org

Centre for Law and Democracy A Canada-based NGO which is

active on digital rights issues: http://www.law-democracy.org

Cryptocat A free encrypted instant-messaging program: https://
crypto.cat

Deep Packet Inspection Explained A relatively straightforward
explanation of a complicated surveillance tool: http:/wwwwired.

works

Electronic Frontiers Foundation A US-based NGO that focuses on

digital rights: https://www.eff.org

Enemies of the Internet A roundup of digital threats by Reporters

Without Borders: http://surveillance.rsf.org/en/

European Digital Rights Initiative A European NGO that focuses
on digital rights: http://edri.org

Front Line Defenders The International Foundation for the
Protection of Human Rights Defenders and creators of a manual

on Digital Security and Privacy for Human Rights Defenders:

http:/www.frontlinedefenders.org/
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F-Secure Blog A digital security blog operated by Mikko Hypponen,
a Finnish security expert: http:/www.f-secure.com/weblog/

Global Partners Digital A UK-based organisation working
on international internet rights and governance issues:

hito: digital

Internews An international organisation working to empower local
media. They have developed the “Media Workers’ Toolkit for Safer
Online and Mobile Practices™ https://www.internews.org/

Mozilla A technology collective best known for developing Firefox,

an open-source web browser: http://www.mozilla.org

Jitsi An open source encrypted videoconferencing and instant

messaging application: https:/jitsi.org

Prism Break A website which provides a list of systems, services and

platforms for evading surveillance: http://prism-break.org/en/

The Intercept An online publication founded by Glenn Greenwald,
Laura Poitras and Jeremy Scahill which serves as the primary

platform for reporting on the Snowden leaks:

https.//Arstlook org/thei [

Tactical Technology Collective An international organisation
that creates many digital guides and trainings, including on digital

security skills: https://www.tacticaltech.org/

The Tor Project An anonymisation tool which, although partially

funded by the US government, is apparently resilient to tracking

efforts: https://www .torproject.org®!
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